CHAPTER V
SAFEKEEPI NG AND STORACE
Section 1
STORAGE AND STORAGE EQUI PMENT

5-1o0  Cenera 1 Policy

Classified information shall be stored only under conditions adequate to
prevent unauthorized persons from gaining access. The requirenments specified
in this Regulation represent the mninum acceptable security standards. DoD
policy concerning the use of force for the protection of property or infornma-
tion is specified in DoD Directive 5210.56 (reference (ii)).

| TEMS ONLY HAVI NG MONETARY VALUE (SUCH AS CASH, PRECI OQUS METALS, JEVWELRY,
NARCOTI CS , ETC. ) SHALL NOT BE STORED IN SECURI TY CONTAI NERS OR SECURE FACI LI TI ES
THAT ARE. DESI GNATED FOR STORAGE OF CLASS IFIED | NFORMATI ON .

5-101  Standards for Storage Equi pnent

The GSA establishes and publishes Oinimum standards, specifications, and
supply schedul es for containers, vault doors, alarm systens, and associ ated
security devices suitable for the storage and protection of classified infor-
mati on. Heads of DoD Conponents may establish additional controls to prevent
unaut hori zed access. Security filing cabinets conformng to federal specifi-
cations bear a Test Certification Label on the |locking drawer, attesting to
the security capabilities of the container and [ock. (On sonme ol der cabinets
the | abel was affixed on the inside of the |ocked drawer conpartnent).

Cabi nets manufactured after February 1962 indicate “General Services Adm nistra-
tion Approved Security Container” on the outside of the top drawer.

5-102 Storage of Classified Information

Classified information that is not under the personal control and
observation of an authorized person, w 11 be guarded or stored in a | ocked
security container as prescribed bel ow

a. Top Secret. Top Secret information shall be stored in:

1. A safe-type steel file container having a built-in, three-
position, dial-type conbination |ock approved by the GSA or a Cass A vault or
vault type roomthat neets the standards established by the head of the DoD
Conponent concerned. Wien located in buildings, structural enclosures, or
ot her areas not under U S. Governnent control, the storage container, vault,
or vault-type room nmust be protected by an alarm system or guarded during
nonoperating hours.

- 2. An alarmed area, provided such facilities are adjudged by the local
responsible official to afford protection equal to or better than that prescribed

in al., above. \When an alarnmed area is used for the storage of Top Secret
material, the physical barrier nust be adequate to prevent (a) surreptitious



renoval of the material, and (b) observation that would result in the conprom se
of the material. The physical barrier nust be such that forcible attack wll
give evidence of attenpted entry into the area. The al arm system nust provide

| mredi ate notice to a security force of attenpted entry. Under field conditions,
the field commander will prescribe the Oeasures deemed adequate to neet the
storage standards contained in a. 1. and 2. , above.

b. Secret and Confidential. Secret and Confidential information shall be
stored in the manner prescribed for Top Secret; or in a Cass B vault, or a
vault-type room strong room or secure storage roomthat neets the standards
prescri bed by the head of the DoD Conponent; or, until phased out, in a steel
filing cabinet having a built-in, three-position, dial type conbination |ock;
or, as a last resort, an existing steel filing cabinet equipped with a steel
| ock bar, provided it is secured by a GSA-approved changeabl e conbi nation
padlock. In this latter instance, the keeper or keepers and staples nust be
secured to the cabinet by welding, rivets, or peened bolts and DoD Conponents
Oust prescribe supplenentary controls to prevent unauthorized access.

c. Specialized Security Eauigmeng."

1. Field Safe and One-drawer Container. One-drawer field safes, and
GSA approved security containers are used primarily for storage of classified
information in the field and in transportabl e assenbl ages. Such containers
must be securely fastened or guarded to prevent their theft.

2. Map and Plan File. A GSA-approved map and plan file has been
devel oped for storage of odd-sized itenms such as conputer cards, maps, and
charts.

d. OQher Storage Requirenents. Storage areas for bulky naterial con-
taining classified information, other than Top Secret, shall have access openings
secured by GSA-approved changeabl e conbi nation padl ocks (federal specification
FF-P110 series) or key-operated padlocks with high security cylinders (exposed
shackle, mlitary specification P-43951 series, or shrouded shackle, mlitary
speci fication P-43607 series).

1. Wien conbination padl ocks are used, the provisions of subsection
5-104, apply.

2. \Wen key-operated high security padl ocks are used, keys shall Dbe
controlled as classified information with classification equal to that of the
i nformati on being protected and:

(a) A key and lock custodian shall be appointed to ensure
proper custody and handling of keys and | ocks;

(b) A key and lock control register shall be maintained 10
i dentify keys for each |ock and their current location and custody;

(c) Keys and |ocks shall be audited each nonth;
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(d) Keys shall be inventoried with each change of custodian;
(e) Keys shall not be renoved from the prem ses;

(f) Keys and spare | ocks shall be protected in a secure
cont ai ner;

Locks shall be changed or rotated at |east annually,
and shall be replaced upon |oss or conprom se of their keys; and

(h) Master keying is prohibited.

5-103  Procurenent and Phase-In of New Storage Equi pnent

a. Prelimnary Survey. DoD activities shall not procure new storage
equi pment until:

1. A current-survey has been made of on-hand security storage
equi pnment and classified records; and

2. Based upon the survey, it has been determned that it is not
feasible to use avail able equi pnent or to retire, return, declassify or
destroy enough records on hand to make the needed security storage space
avai | abl e.

b. Purchase of New Storage Equipnment. New security storage equip-
ment shall be procured fromthose itens |listed on the GSA Federal Supply
Schedul e.  Exceptions Oay be nade by heads of DoD Conponents, with
notification wthe DUSD(P).

c. Nothing in this chapter shall be construed to [Jedify existing
Federal Supply d ass Managenent Assignnments nmade under DoD Directive
5030.47 (reference (jj)).’

5-104 Designations and Conbi nations

a. Numbering and Designating Storage Facilities. There shall be no
external mark as to the level of classified information authorized to be
stored therein. For identification purposes each vault or container
shal | bear externally an assigned nunber or synbol.

1. EACH OSD SECURI TY CONTAI NER AND SECURE FACI LI TY ENTRANCE SHALL BE
AFFI XED W TH AN OsD | DENTI FI CATI ON STI CKER. STl CKERS ARE ASS| GNED SCLELY BY
THE PHYSI CAL SECURITY DIVISION. THE STICKER WLL BE ATTACHED IN THE UPPER
LEFT HAND CORNER OF THE TOP DRAVWER OR THE CONTAI NER FRAME. FOR SECURE
FACI LI TIES, THE NUVBER WLL BE PLACED ON THE ENTRANCE DOOR ABOVE THE COVBI NATI ON
LOCK DI AL.

2. A RECORD OF THE OSD | DENTI FI CATI ON STI CKER NUMBER SHALL BE
MAI NTAI NED ON STANDARD FORM 700.
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b. Conmbinations to Containers

1. Changing. Conbinations to security containers shall be changed
only by individuals having that responsibility and an appropriate security
clearance. Conbinations shall be changed:

(a) When placed in use;

(b) Wenever an individual know ng the conbination no |onger
requires access;

(c) When the conbination has been subject to possible conprom se;
(d) At least annually; or

(e) Wen taken out of service. Built-in conbination |ocks shal
be reset to the standard conbination 50-25-50; conbination padl ocks shall be
reset to the standard combination 10-20-30.

(1) SECURITY CONTAINERS SHALL NOT BE REMOVED UNDER ANY
Cl RCUMSTANCES FROM ANY OFFI CE OR SECURE FACI LITY UNTIL A PSD REPRESENTATI VE
COVPLETELY HAS | NSPECTED THE CONTAI NER FOR CLASSI FI ED MATERI ALS. A SECURI TY
CONTAI NER | NTENDED FOR TURN-IN I'S OF PARTI CULAR CONCERN.

(2) WHEN THE COMBI NATION |'S RESET, THE COMBI NATI ON SHALL BE
MARKED ON A TAG AND FASTENED SECURELY TO THE CONTROL DRAVER OF THE CONTAI NER

(f) REQUESTS FOR CHANG NG COVBI NATI ONS OR REPAI RI NG CONTAI NERS
SHALL BE ACCOWPLI SHED TELEPHONI CALLY BETWEEN 0700 AND 1630 HOURS, MONDAY
THROUGH FRI DAY, EXCEPT HOLI DAYS, ON 697-0519.

) WHEN CHANG NG A COMBI NATI ON, THE SECURI TY CONTAI NER CUSTCDI AN
SHALL SELECT THE COMVBI NATI ON NUMBERS . THE LOCKSM TH SHALL NOT SET NUMBERS

THAT VIOLATE GOOD SECURI TY PRACTI CES. THE USE OF BI RTH DATES, ANN VERSARY
DATES , TELEPHONE NUMBERS, OR NUMBERS IN SERIES OR PROGRESS|I ON ARE PRCH BI TED

| DENTI CAL COMBI NATI ONS SHALL NOT BE PLACED ON MORE THAN ONE SECURI TY CONTAI NER
WTH N THE SAME OSD COVPONENT.

2. (Cassifying Conbinations. The conbination of a vault or container
used for the storage of classified information shall be assigned a security
classification equal to the highest category of the classified information
authorized to be stored therein.

3. Recording Storage Facility Data. A record shall be maintained
for each vault, secure room or container used for storing classified infornma-
tion, showi ng location of the container, the nanmes, home addresses, and home
t el ephone nunbers of the individuals having know edge of the conbination.
Standard Form 700, “Security Container Information” shall be used for this
purpose. (Use of this Standard Formis required when existing supplies of

simlar purpose forns are exhausted or by Septenber 30, 1986, whichever occurs
earlier).




(a) BLOCKS 2 THROUGH 10, PARTS 1 AND 2, STANDARD FORM (SF) 700
SHALL BE COMPLETED BY THE 0SD COVPONENT.  THE OSD | DENTI FI CATI ON STI CKER NUMBER
SHALL BE | NCLUDED IN BLOCK 5 OF PARTS 1 AND 2, AND AT THE TOP OF CCPY 2A.

(b) PART 1, SF 700 SHALL BE POSTED ON THE INSIDE OF THE SECURI TY
CONTAI NER DRAVER CONTAI NI NG THE COVBI NATI ON LOCK .

(O PARTS 2 AND 2A OF COWLETED SF 700 SHALL BE CLASSI FI ED AT THE
H GHEST LEVEL OF CLASSI FI CATI ON OF THE | NFORVATI ON AUTHORI ZED FOR STORAGE | N
THE SECURI TY CONTAI NER .

(d) PART 2A, SF 700 SHALL BE COWPLETED, DETACHED AND | NSERTED I N
THE ENVELCPE (PART 2). THE NUMBER OF PERSONS HAVI NG KNOALEDGE OF SECURITY
COMBI NATI ONS SHALL BE LIM TED TO THOSE NECESSARY FOR OPERATI ONAL EFFI Cl ENCY
AND SHOULD NOT' EXCEED THREE . AT LEAST TWO PERSONS WHO ARE RESPONSI BLE FOR THE
CONTENTS OF EACH CONTAI NER SHALL BE LI STED ON THE SF 700. AFTER SEALI NG THE
ENVELOPE FLAP , ONE OF THE RESPONSI BLE OFFI CI ALS SHALL AFFI X H'S OR HER SI GNATURE
ACROSS THE EDGE OF THEFLAP, OVER VWH CH A STRIP OF CLEAR PLASTI C TAPE SHALL BE
PLACED . AT LEAST ONE OF THE NAMED | NDI VI DUALS SHALL BE CONTACTED | F THE
SECURI TY CONTAINER TO WHI CH THE FORM PERTAINS IS FOUND OPEN AND UNATTENDED.

(e) THE SEALED SF 700 SHALL BE HAND- CARRIED TO THE PSD LOCKSHCP,
ROOM 1€255 PENTAGON, | MVEDI ATELY AFTER CHANGE OF COMBI NATI ON. PSD |I'S RESPO\-
SI BLE FOR ENSURI NG THAT CURRENT SF 700 ENVELOPES ARE STORED PROPERLY.

(f) ONCE A COMBI NATI ON ENVELOPE HAS BEEN REMOVED FROM STORAGE
WTH N THE PSD LOCKSHOP , A NEW SF 700 SHALL BE PREPARED AND RETURNED TO PSD
LOCKSHOP AS DESCRI BED | N PARAGRAPHS 5-103 3. (a) through 5-103 3. (e), ABOVE

4,  Dissem nation. Access to the combination of a vault or container
used for the storage of classified information shall be granted only to those
| ndi vi duals who are authorized access to the classified information stored
t herein.

| N EMERGENCI ES, COMBI NATI ONS ARE AVAI LABLE TO OSD OFFI C ALS
| DENTI FI ED I'N BLOCK 10, SF 700, WHEN THEY PRESENT VALI D PHOTOGRAPHI C IDENTIFICA-
TION .  CALL ON EXTENSI ON 70519 TO OBTAIN THE ENVELOPE. WRI TTEN OR TELEPHONI C
AUTHORI ZATI ON FROM RESPONSI BLE OFFI Cl ALS FOR TH RD PARTIES TO GAI N ACCESS TO
COMBI NATI ON ENVELOPES |'S PRCHI BI TED.

c. FElectrically Actuated Locks . Electrically actuated |ocks (for exanple,
ci pher and magnetic strip card |ocks) do not afford the required degree of
protection of classified information and may not be used as a substitute for
the | ocks prescribed in subsection 5-102.

5- 105 Repair of Damaged Security Containers

Neutralization of |ock-outs or repair of any damage that affects the
integrity of a security container approved for storage of classified information
shal | be acconplished only by authorized persons who are cleared or continuously
escorted while so engaged.
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a. A GSA-approved security container is considered to have been restored
toits original state of security integrity if:

1. Al damaged or altered parts (for exanple, |ocking drawer, and
drawer head) are replaced; or

2. \When a container has been drilled imediately adjacent to or
through the dial ring to neutralize a |ock-out, the replacenent lock is equa
to the original equipnment, and the drilled hole is repaired with a tapered,
hardened tool -steel pin, or a steel dowel, drill bit, or bearing with a
diameter slightly larger than the hole and of such length that when driven
into the hole there shall remain at each end of the rod a shallow recess not
| ess than 1/8 inch nor nore than 3/16 inch deep to permt the acceptance of
substantial welds, and the rod is welded both on the inside and outside
surfaces. The outside of the drawer head shall then be puttied, sanded, and
repainted in such a way that no visible evidence of the hole or its repair
remai ns on the outer surface after replacenent of the danaged parts (for
exanpl e, new | ock). - -

b. GSA-approved containers that have been drilled in a location or
repaired in a manner other than as described in paragraph a. , above, w |l not
be considered to have been restored to their original state of security
integrity. The Test Certification Label on the inside of the |ocking drawer
and the “Ceneral Services Adm nistration Approved Security Container” |abel,

i f any, on the outside of the top drawer shall be renoved from such containers.

c. |f damage to a GSA-approved security container is repaired with welds,
rivets, or bolts that cannot be renoved and replaced wthout |eaving evidence
of entry, the cabinet is limted thereafter to the storage of Secret and
“snfidential material.

d. If the danage is repaired using nethods other than those permtted in
paragraphs a. and c., above, use of the container will be limted to unclassi-
fied material and a notice to this effect wll be permanently nmarked on the
front of the container.

5-106 PROCEDURES FOR GOPENI NG CLOSI NG AND CHECKI NG SECURI TY CONTAI NERS

a. SF 702, “SECURI TY CONTAI NER CHECK SHEET" AND REVERSI BLE “ OPEN- CLOSED’
CR “OPEN-LOCKED" SIGNS SHALL BE AFFI XED TO EACH SECURI TY CONTAI NER

b. THE PERSON UNLOCKING A SECURI TY CONTAI NER SHALL COWPLETE THE “ OPENED
BY" COLUW OF THE SF 702 AND TURN THE REVERSIBLE SIGN TO “OPEN.”

c. THE PERSON RESPONSI BLE FOR CLOSI NG A SECURI TY CONTAI NER SHALL:
1. CLOSE ALL DRAWERS, CLOSI NG THE COMVBI NATI ON DRAVER LAST.
2. AFTER CLOSI NG THE COWVBI NATI ON DRAVER, ENGAGE THE LOCKI NG MECHANI SM

3. TURN GENTLY THE COMBI NATI ON DI AL AT LEAST FOUR COWVPLETE TURNS IN
ONE DI RECTI ON.



4. ATTEMPT TO OPEN ALL DRAVERS, TO | NCLUDE DEPRESSI NG THE THUMB
LEVER ON ALL DRAVERS.

5. COVPLETE THE “LOCKED BY" COLUWN OF SF 702 AND TURN THE REVERSI BLE
SIGN TO “CLOSED" OR “LOCKED. *

6. | F A PARTI CULAR SECURI TY CONTAI NER WAS NOT COPENED DURI NG A DUTY
DAY , THE PERSON CHARGED W TH CLOSI NG THE SECURI TY CONTAI NER SHALL COMPLETE THE

STEPS IN SUBPARAGRAPHS 5-106 C .3. AND 5-106 C. 4., ABOVE, WRI TE “NOT OPENED’ 1IN
THE “ OPENED BY'™ COLUMN , AND COMPLETE THE “CLOSED BY" COLUWN. EACH SECURI TY

CCNTAINER MUST BE CHECKED AT THE END OF EACH DUTY DAY, REGARDLESS OF WHETHER
TBE CONTAI NER WAS OPENED ON THAT DAY.

d. A PERSON OTHER THAN THE PERSON LOCKI NG THE SECURI TY CONTAI NER SHALL
NOUBLE CHECK I T TO ENSURE THAT THE SECURITY CONTAINER |'S LOCKED.  THE | NDI VI DUAL

CONDUCTI NG THE DOUBLE CHECK SHALL :

1. TURN GENTLY THE COMBI NAT| ON DI AL AT LEAST FOUR COVPLETE TURNS I N
ONE DI RECTI ON. -

2. ATTEMPT TO OPEN EACH DRAVER TO | NCLUDE DEPRESSI NG THE THUMB LEVER
ON ALL DRAVERS.

3. COWPLETE THE “CHECKED BY" COLUWN OF SF 702.

e. |F, AT ANY TIMg, A SECURI TY CONTAI NER MUST BE LEFT UNATTENDED, IT
SHALL BE LOCKED AND DOUBLE CHECKED. AS AN EXCEPTION TO TH S, A DOUBLE CHECK
| S NOT' REQUIRED IN CASE OF FIRE, BOMB THREAT, OR OIHER SI M LAR EMERGENCY.

f.  DURI NG NON- DUTY HOURS , THE PERSON LOCKI NG A SECURI TY CONTAI NER SHALL
MAKE ALL REASONABLE ATTEMPTS TO OBTAIN THE ASSI STANCE OF A SECOND PERSON TO
DOUBLE CHECK THE SECURI TY CONTAINER . | F SUCH ASSI STANCE |'S NOT AVAI LABLE, THE
PERSON LOCKI NG THE CONTAI NER SHALL WAIT 1 TO 2 M NUTES AND THEN SHALL PERFORM

THE DOUBLE CHECK PROCEDURES .

g. SF 702 FORMS SHALL BE DESTROYED THE DAY FOLLON NG THE LAST ENTRY ON
THE FORM EXCEPT FOR THOSE FORMS THAT MAY BE | NVOLVED | N AN | NVESTI GATI ON.



® U.S. GoVERNMENT PRINTING OFFICE: 1985-487-527

SECURITY CONTAINER INFORMATION | - AREA OR POST 2. BUILDING 3. ROOM NG.
INSTRUCTIONS (it required) P(e ﬁ?“ga)on 30345
1, COMPLETE PART 1 AND PART 2A (ON END
OF FLAP). 4. ACTVITY (DIVISION, BRANCH, SECTION OR OFFICE) | 5. CONTAINER NO.
2. DETACH PART 1 AND ATTACH TO INSIDE OF WHS/PSD B- 2049
CONTAINER.
8. MFG. & TYPE 7. MFG & TYPE LOCK 8. DATE COMBINATION
1. MARK PARTS 2 AND 2A WITH THE HIGHEST CONTAINER ANGE
CLASSIFICATION STORED IN THIS CONTAINER. Mosler 5dr Mosler 5 16/D86
L. DETACH PART 2A AND INSERT IN ENVELOPE.

y . SEE PRIVACY ACT STATEMENT ON REVERSE,

9. NAME AND SIGNATURE OF PE

Eve Dougherty .

Ny M'AKmZHANGE :

. Ke-nneth C. ZIEGER

10 immediatety notity one of the following persons, if this container is found open and unatte ndgd. A
EMPLOYEE NAME HOME ADDRESS HOME PHONE
v 1064 chrandell Drive
Robert BEIER cnri nafield VA 873-5634
2856 Appl e Lane

Laur el ,

VD

301-654-2111

1. AT TACH 1 U INSIDE OF CONTAINER 700-101

NSN 7540-01-214-5372

ST ANLARUrURM 7uv [U-65,
Prescribed by GSA/ISCO
32 CFR 2003

9.

FIGurg 1,

700-101
NSN 7540-01-214-5372

STANDARD FORM 700 (8-s5)
Prescribed by GSA/1SQO
32 CFR 2003

CONTAINER NUMBER

B-

2049

COMBINATION

turns to the (Right) (Left) stop al _&

— | N o

DETACX | XE® E

——  turns to the (Right) (Left) stop at

AS

turns to the (Right)(Left) stop at

turns to the (Right) (Left) stop at _ﬂ_

)

WARNING

THIS COPY CONTAINS CLASSIFIED INFORMATION WHEN
COMBINATION IS ENTERED.

UNCLASSIFIED UPON CHANGE OF COMBINATION.

2A

SF 700

SF 700 (8-85)
Prescribed by
GSA /LS00

32C 2003

| NSERT | N
ENVELGPE




.

SECURITY CONTAINER CHECK SHEET

SECURITY CONTAINER CHECK SHEET

TO ¢t required) THRU (i requirea) FRQV| ROOM NO. BUILDING CONTAINER NO.
3C345 | Pentagon | B-2049
CERTIFICATION CERTIFICATION

| CERTIFY,.BYYWMYNNIFAESBEL OWTHAYAITH AR VECORENED,
CLOSED OR CHECKEID THHS SECURITY CONTAINER

IN ACCORDANCE-WITHFPERTINENT.AGENCY REGULATIONS
AND OPERATING INSTRUCTIONS.

! CERTIFY, BY MY INITIALS BELOW, THAT/ HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER

IN ACCORDANCE WiTH PERTINENT AGENCY REGULATIONS
AND OPERATING INSTRUCTIONS.

MONTH/YEAR MONTHREAR
Sept enber 1986
0 GUAIRD ?H K D GUARD CHECK
A OPENED BY CLOSED BY CHECKED BY (il EquIre A OPENED 8Y CLOSED 8Y CHECKED 8Y {if required)
T T
E INITIALS | TIME | INITIALS | TIME | INITIALS | TIME | INITIALS | TIME £ INITIALS | TIME | INITIALS | TIME | INITIALS | TiMe | iniTIALs | TIME

19 [xep 1> DK L% Bff

RO W‘?"'-'kll'&')/

2 'Wl?fk"”d{

22| %€y e DX (5305l b5y

JHIH GT104—S3GIS H108 40 38N TINd HO4 G104 ISHIAIY—~IHIH

702.101
NSN 7540.01-213-7900

FIGURE 2, SF702

STANDARD FORM 702 (8-85)
Prescribed by GSA/1 SO0
32 CFR 2003



Section 2
CUSTODI AL PRECAUTI ONS

5-200 Responsibilities of Custodians

a. Custodians of classified information shall be responsible for pro-
viding protection and accountability for such information at all tinmes and for
| ocking classified information in appropriate security equi pnent whenever it
IS not in use orunder direct supervision of authorized persons. Custodians
shall follow procedures that ensure that unauthorized persons do not gain
access to classified information.

b. Only the head of a DoD Conponent, or single designee at the
headquarters and major command |evels, may authorize renoval of classified
i nformation from designated working areas in off-duty hours, for work at hone
or otherw se, provided that a GSA-approved security container is furnished and
appropriate regul ati ons otherwise,provide for the maximum .protection poSsSi bl e
under the circunstances. (See also section 3, Chapter VII.) Any such arrange-
ments approved before the effective date of this Regulation shall be reeval uated
and, if continued approval is warranted, conpliance with this paragraph is
necessary.

1. INDIVIDUALS SHALL NOT BE AUTHORI ZED UNDER ANY Cl RCUMBTANCES TO
STORE CLASSI FI ED | NFORVATI ON, | N CONTRAVENTI ON OF PARAGRAPH 5-102; |.E., IN
RES| DENCES W THOUT THE PRI OR APPROVAL OF THE DEPUTY ASSI STANT SECRETARY OF
DEFENSE ( ADM NI STRATI ON) .

2. THE FOLLON NG REQUI REMENTS APPLY:

(a) THE REQUEST SHALL BE A MEMORANDUM SI GNED BYAN OSD PRI NCI PAL
STAFF ASS| STANT, STATI NG THE LOCATI ON AND JUSTI FI CATI ON FOR THE PROPOSED
STORACE AREA

(b) ONLY AN APPROVED SECURI TY CONTAI NER, PROPERLY REG STERED W TH
THE PSD, WHS, SHALL BE | NSTALLED AT THE LOCATI ON.

) SI GNATURE ACCOUNTABI LI TY SHALL BE MAI NTAI NED FOR | NFORVATI ON
REMOVED . RECONCI LI ATI ON OF MATERI AL |'S REQUI RED WHEN THE INFORMATION | S RETURNED.

(d) PROCEDURES SHALL BE ESTABLI SHED TO ENSURE THE RETURN OF
CLASSI FI ED MATERI ALS I N THE EVENT OF EMERGENCI ES SUCH AS DEATH, HOSPI TALI ZATION
OR ABSENCE FROM DUTY FOR MORE THAN 30 DAYS.

(e) PSD SHALL MAINTAIN THE RECORDS OF | NDI VIDUALS SO AUTHCRI ZED.

(f) OSD COMPONENT SECURI TY MANAGER FOR THESE OFFI Cl ALS SHALL
§ EVALUATE THE NEED FOR THE ARRANGEMENTS ANNUALLY OR UPON CHANGE OF PCSITI ON
\Q OCCUPANCY.

C. CLASSIFIED I NFORMATION IS U S. GOVERNVENT PROPERTY AND UNDER NO CIRCUM-
. STANCES DCES |'T BECOVE THE PERSONAL PROPERTY OF ANY | NDI VI DUAL.

i,
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5-201 Care During Working Hours

DoD personnel shall take precaution to prevent unauthorized access to
classified informtion.

a. Cassified documents renoved from storage shall be kept under constant
surveillance and face down or covered when not in use. Cover sheets shall be
Standard Forns 703, 704, and 705 for, respectively, Top Secret, Secret, and
Confidential docunents. (Use of these Standard Forms is required when existing
supplies of simlar purpose forns are exhausted or by Septenber 30, 1986,
whi chever occurs earlier).

b. Prelimnary drafts, carbon sheets, plates, stencils, stenographic
notes, worksheets, typewiter ribbons, and other itens containing clas-
sified information shall be either destroyed immediately after they have
served their purpose;, or shall be given the same classification and secure
handling as the classified information they contain.

c. Destruction of typewiter ribbons from which classified information
can be obtained shall be acconplished in the manner prescribed for classified
wor ki ng papers of the same classification. After the upper and | ower sections
have been cycled through and overprinted five times in all ribbon or typing
positions, fabric ribbons may be treated as unclassified regardless of their
classified use thereafter. Carbon and plastic typewiter ribbons and carbon
paper that have been used in the production of classified information shall be
destroyed in the manner prescribed for working papers of the sane classification
after initial usage. However, any ribbon in a typewiter that uses technol ogy
whi ch enables the ribbon to be struck several times in the sane area before it
moves to the next position Oay be treated as unclassified.

d. ACCESS TO ALL OSD COVPONENT OFFI CES SHALL BE CONTROLLED AT ALL TI MES
BY EMPLOYEES OR ELECTRO- MECHANI CAL DEVI CES. WHEN EMPLOYEES MUST LEAVE THEI R
DESKS, IT IS THEIR RESPONSIBI LI TY TO ARRANGE FOR REPLACEMENTS.

e. ALL VISITORS, MESSENGERS, AND COUR ERS SHALL BE | DENTIFIED, THEIR
BUSINESS STATED, NEED TO KNOW AND SECURI TY CLEARANCE(S) VERI FI ED BEFORE BEI NG
PERM TTED ACCESS TO CLASSI FI ED | NFORMATI ON OR DI SCUSSI ONS. | DENTI FI CATI ON
SHALL BE BY PERSONAL RECOGNI TI ON OR BY PRESENTATI ON OF CURRENT PHOTOGRAPH C
| DENTI FI CATI ON OR CREDENTI ALS.

f. UNCLEARED VI SITORS (1 NCLUDI NG CLEANI NG MAI NTENANCE, AND TELEPHONE
PERSONNEL) SHALL BE UNDER CONTI NUCUS ESCORT OR SURVEI LLANCE. WHEN UNCLEARED
VI SI TORS ARE PRESENT, A FACILITY REPRESENTATIVE SHALL COVER OR TURN FACE DOMN
SENSI TI VE MATERI ALS AND CAUSE SENSI TI VE DI SCUSSI ONS TO CEASE FOR THE DURATI ON
O THE VISIT.

. UNSECURED AND UNATTENDED CLASSI FI ED MATERI AL SHALL BE TURNED OVER TO
THE DI SCOVERER * S SECURI TY MANAGER WHO SHALL NOTIFY PSD OF THE | NCI DENT.
UNSECURED AND UNATTENDED CLASSI FI ED MATERI AL SHALL BE | NI TI ALED AND DATED I N
| NK BY THE DI SCOVERER AND SUBSEQUENT CUSTODI ANS FOR POSSI BLE FUTURE | DENTI FI CA-
TION UNTIL THE CASE IS CLOSED.



5-202 End-of-Day Security Checks

Heads of activities that process or store classified information shal
establish a system of security checks at the close of each working day
to ensure that the area is secure; Standard Form 701, “Activity Security
Checklist” shall be used to record such checks. An integral part of the
security check systemshall be the securing of all vaults, secure roons,
and containers used for the storage of classified material; Standard
Form 702, *“Security Container Check Sheet” shall be used to record such
actions. In addition, Standard Forns 701 and 702 shall be anotated to
reflect after-hours, weekend, and holiday activity. (Use of these
Standard Forns is required when existing supplies of simlar purpose
forms are exhausted or by September 30, 1986, whichever occurs earlier),

a. AT THE CLOSE OF EACH WORKI NG DAY, ALL PERSONNEL SHALL:

1. INSPECT THEIR | MVEDI ATE WORK AREAS FOR CLASSI FI ED MATERI AL, PAYI NG
PARTI CULAR ATTENTI ON TO THE CONIENTS OF DESKS,-IN AND QUT TRAYS, AND WASTE
CONTAI NERS.

2. SURVEY THE GENERAL WORK AREA TO ENSURE THAT NO CLASSI FI ED MATERI AL
REMAI NS UNSECURED.

3. PLACE CLASSIFI ED NOTES. CARBON PAPER, ROUGH DRAFTS, AND SIM LAR
CLASSI FI ED PAPERS | N BAGS AND STORE I N PROPER SECURI TY CONTAI NERS.

4, REMOVE AND SECURE TYPEWRI TER RI BBONS OR PORTIONS OF TYPEWRI TER
RI BBONS THAT HAVE BEEN USED TO PREPARE CLASSI FI ED MATERIAL . TH' S PROVI SI ON
DOES NOT APPLY WHEN USI NG I BM TECH |11, BLUE, AND SPERRY REM NGTON BEAUTYRI TE
1l TYPEWRI TER RIBBONS. M NI ATURE MEMORY STORACGE (DI SKS) UNITS SHALL BE REMOVED
FROM TYPEWRI TERS AND WORD PROCESSORS SO EQUI PPED, AND SECURED.

5. RETURN CLASSI FI ED DOCUMENTS , CORRESPONDENCE, OR RELATED CLASSI Kl ED
| NFORMATI ON TO PROPER SECURI TY CONTAI NERS.

6. SECURE SECURI TY CONTAI NERS WHEN THEI R CONTENTS ARE NO LONGER NEEDED
FOR THE DAY AND COMPLETE SF 701, TO INCLUDE DOUBLE CHECKER ° S I N TIALS.

b. AT LEAST ONE | NDI VI DUAL SHALL BE DESIGNATED ON A ROTATI NG OR PERVANENT
BASI S TO BE RESPONSI BLE FOR DOUBLECHECKING EACH OSD COVPONENT TO ENSURE THAT
CLASSI FI ED MATERI ALS AND SECURI TY EQUI PMENT HAVE BEEN SECURED PROPERLY BEFORE
LEAVING THE WORK AREA . SF 701 SHALL BE PLACED ON THE | NSI DE OF THE ROOM AT
THE PRI MARY EXIT AND COWPLETED BY THE AREA DOUBLECHECKER DAILY. WHEN THE
CFFICE |'S OCCUPI ED AFTER DUTY HOURS, THE LAST PERSON LEAVI NG THE OFFI CE SHALL
ASSUME RESPONSI BI LI TY FOR DOUBLE CHECKI NG AND SECURI NG THE OFFI CE AREA.

c. wWHEN NOTI FI ED THAT A SECURI TY CONTAI NER OR ROOM HAS BEEN LEFT
UNATTENDED , THE COMPONENT SECURITY MANAGER AND THE PSD SHALL BE NOTI FI ED.
THOSE RESPONSI BLE FOR THE CONTAI NER OR THE ROOM SHALL BE REQUI RED TO CHECK THE
CONTENTS OF THE CONTAINER OR ROOM FOR INDI CATIONS oF REMOVAL OF MATERI ALS.
THE COMBI NATION TO THE SECURI TY CONTAI NER OR ROOM SHALL BE CHANGED | MVEDI ATELY,
| N ACCORDANCE WITH SUBPARAGRAPH 5-104 B. 1. (C) , ABOVE
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d. THE DIRECTOR , PSD , SHALL | NSURE THAT END- OF- DAY SECURI TY CHECKS ARE
PERFORVED BY CONDUCTI NG AFTER DUTY HOURS SECURI TY | NSPECTI ONS. ALL VI OLATI ONS
DI SCOVERED DURI NG THESE | NSPECTI ONS SHALL BE REPORTED DI RECTLY TO THE DI RECTOR,
PSD. AS A MN MUM THE FOLLON NG SHALL BE | NSPECTED:

1. DESK TOPS , CONTENTS OF ALL DESKS FOUND UNLOCKED, |N AND QUT TRAYS,
TYPEVWRI TERS , AND WASTE CONTAI NERS.

2. THE GENERAL WORK AREA TO ENSURE THAT NO CLASSI FI ED MATERI AL HAS
BEEN LEFT UNSECURED .

3. ALL SECURI TY CONTAI NERS TO ENSURE THAT THEY ARE LOCKED AND THAT
SF 702, “SECURI TY CONTAI NER CONTAI NER CHECK SHEET , “ IS BEING I NI TI ALED AND
COUNTERI NI TI ALED .

4. CHECK SF 701, *“ACTIMITY SECURITY CHECKLIST , “ FOR IN TIALS.

5-203 Energency Planging - -

a. Plans shall be developed for the protection, renoval, or destruction
of classified material in case of fire, natural disaster, civil disturbance,
terrorist activities, or eneny action. Such plans shall establish detailed
procedures and responsibilities for the protection of classified material to
ensure that the material does not cone into the possession of unauthorized.
persons. These plans shall include the treatnent of classified information
| ocated in foreign countries.

b. These energency planning procedures do not apply to material related
to COMSEC . Planning for the emergency protect ion including emergency des t ruc-
tion under no-notice conditions of classified COMWEC material shall be devel oped
in accordance with the requirenents of NSA KAG I-D (reference (gg) )

c. Energency plans shall provide for the protection of classified materi al
in a reamer that will mnimze the risk of injury or loss of life to personnel.
In the case of fire or natural disaster, the immediate placement of authorized
personnel around the affected area, preinstructed and trained to prevent the
removal of classified material by unauthorized personel, is an acceptable neans
of protecting classified Oaterial and reducing casualty risk. Such plans shall
provi de for energency destruction to preclude capture of classified materi al
when determned to be required. This deternination shall be based on an
overal | commonsense eval uation of the follow ng factors:

1. Level and sensitivity of classified material held by the activity;

2. Proximty of |and-based commands to hostile or potentially hostile
forces or to communist-controlled countries;

3.  Flight schedules or ship deploynents in the proximty of hostile
or potentially hostile forces or near communist-controlled countries;

4, Size and armanent of |and-based commands and shi ps;
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5. Sensitivity of operational assignnent; and
6. Potential for aggressive action of hostile forces.

d.  \Wen preparing emergency destruction plans, consideration shall be
given to the follow ng:

1. Reduction of the anmount of classified material held by a comrand
as the initial step toward planning for emergency destruction;

2. Storage of less frequently used classified naterial at nore secure
commands in the same geographical area (if available);

3. Transfer of as much retained classified material to mcroforns as
possi bl e, thereby reducing the bulk that needs to be evacuated or destroyed,;

4. Enphasis on the priorities for destruction, designation of personnel
responsi bl e for destruction, an&the designation of places and met hods of
destruction. Additionally, if any destruction site or any particular piece of
destruction equipnent is to be used by core than one activity or entity, the
order or priority for use of the site or equipnment nust be clearly delineated;

5. ldentification of the individual who is authorized to nake the
final determ nation when emergency destruction is to begin and the nmeans by
which this determnation is to be communicated to all subordinate el enents
[Jaintaining classified information;

6. Authorization for the senior individual present in an assigned
space containing classified material to deviate from established plans when
ci rcunstances warrant; and

7.  Enphasis on the inportance of begimng destruction sufficiently
early to preclude loss of Taterial. The effect of premature destruction is
consi dered inconsequential when neasured against the possibility of conprom se.

e. The energency plan shall require that classified material holdings be
assigned a priority for emergency evacuation or destruction. Priorities should
be based upon the potential effect on national security should such hol dings
fall into hostile hands, in accordance with the follow ng general guidelines:

1. Priority One. Exceptionally grave damage (Top Secret naterial);

2. Priority Two. Serious damage (Secret [aterial); and

3. Priority Three. Danage (Confidential naterial).

f. If, as determned by appropriate threat analysis, Priority One
material cannot otherw se be afforded a reasonable degree of protection from
hostile elements in a no-notice energency situation, provisions shall be made
for installation of Anticompromise Emergency Destruct (ACED) equipnent to
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ensure tinely initiation and positive destruction of such material? in
accordance with the follow ng standard: “Wth due regard for personnel and
structural safety, the ACED system shall reach a stage in destruction sequences
at which positive destruction is irreversible within 60 mnutes at shore
installations, 30 mnutes in sh§ps, and 3 mnutes in aircraft follow ng
activation of the ACED system”

g. An ACED requirenent is presuned to exist and provisions shall be
made for an ACED systemto protect Priority One naterial in the follow ng
envi ronment s:

1.  Shore-based activities located in or within 50 mles of
potentially hostile countries, or located within or adjacent to countries
wi th unstabl e governnents;

2. Reconmi ssance aircraft, both manned and unmanned, that operate
Wi t hi n JCS-designated reconnai ssance reporting areas (see Menmorandum by
the Secretary, Joint Chiefs of Staff (sM) 701-.76, Volune II, "Peagetime
Reconnai ssance and Certain Sensitive Qperations” (reference (kk)),

3. Naval surface nonconbatant vessels operating in hostile areas when
not acconpani ed by a conbatant vessel;

4. Naval subsurface vessels operating in hostile areas; and

5. U.S. Navy Special Project ships (Mlitary Sealift Conmand- oper at ed)
operating in hostile areas.

h. Except in the nost extraordinary circunstances, ACED is not applicable
to commands and activities located within the United States. Should there be
reason to believe that an ACED requirenent exists in environments other than
in those listed in paragraph g., above, a threat and vulnerability study should
be prepared and submitted to the head of the DoD Conponent concerned or his
designee for approval. The threat and vulnerability study should include, at
a mnimum the following data, classified if appropriate:

2 Technol ogical limtations, particularly as to personnel and structural safety,
pl ace constraints on the amount of material that can be accommodated in buildings,
ships, and aircraft by current ACED systens; therefore, only Priority One

material reasonably can be so protected at this time. Nevertheless, after
processing Priority One material in an emergency situation involving possible

| oss to hostile forces, it is inperative that Priority Two material and then
Priority Three material be destroyed insofar as is possible by whatever neans
avai | abl e.

3The time franmes indicated above are those for the initiation of irreversible
destruction, not necessarily for the conpletion of such destruction.

4SM 701-76 is available on a strict need-to-know basis fromthe Chief, Docunents
Division, Joint Secretariat, QICS.
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1. Volune and type of Priority One material held by the activity,
that is, paper products, mcroforns, magnetic tape, and circuit boards.

2. A statement certifying that the amount of Priority One materia
held by the activity has been reduced to the | owest possible |evel;

_ 3. An estimate of the time, beyond the tine frames cited above, required
toinitiate irreversible destruction of Priority One naterial held by the

activity, and the methods by which destruction of that material would be
attenpted in the absence of an ACED system

4, Size and conposition of the activity;

5. Location of the activity and the degree of control it, or other
United States authority, exercises over security; and

6. Proximty to potentially hostile forces and potential for aggres-
sive action by such forces.
1. \Wen a requirenent is believed to exist for ACED equipnent not in the
GSA or DoD inventories, the potential requirement shall be submtted to the
pusp(p) for vali datioh“gn with subsection V. B. of DoD Directive
3224.3 (reference (11))~. accordance

j- In determning the nmethod of destruction of other than Priority One
material, any nethod specified for routine destruction or any other neans that
wi Il ensure positive destruction of the material may be used. Ildeally, any

destruction nethod should provide for early attainnment of a point at which the
destruction process is irreversible. Additionally, classified material my be
jettisoned at sea to prevent its easy capture. It should be recognized that
such di sposal may not prevent recovery of the material. Were none of the

met hods previously nmentioned can be enpl oyed, the use of other nmeans, such as
dousing the classified material wwth a flanmable liquid and igniting it, or
putting to use the facility garbage grinders, sewage treatnent plants, and
boi | ers should be consi der ed.

k. Under energency destruction conditions, destruction equipnment may be
operated at Oaxinmum capacity and without regard to pollution, preventive nain-
t enance, and other constraints that m ght otherw se be observed.

1. Commands and activities that are required to naintain an ACED system
pursuant to paragraph g., above, shall conduct drills periodically to ensure
that responsible personnel are famliar with the energency plan. Such drills
shoul d be used to evaluate the anticipated effectiveness of the plan and the

prescri bed equi prent and should be the basis for inprovenents in planning and
equi pnent use. Actual destruction should not be initiated during drills.

Information on ACED systens may be obtained fromthe Ofice of the Chief of
Naval Operations (OP-09N), Navy Departnent, Washington, D.c. 20350.
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5-204 Tel econmuni cati ons Conversations

Classified information shall not be discussed in tel ephone conversations
except as authorized over approved secure comrunications circuits, that is,
cryptographically protected circuits or protected distribution systens installed
i n accordance with National COMSEC Instruction 4009" (reference (nm)).

CLASSI FI ED | NFORVATI ON SHALL NOT BE DI SCUSSED ON UNSECURED, STANDARD
COMWERCI AL TELEPHONES. THE USE OF CODES OR ATTEMPT TO TALK AROUND CLASSI FI ED
SUBJECTS IS PROH BI TED.

5-205 Security of Meetings and Conferences

Security requirenents and procedures governing disclosure of classified
information at conferences, synposia, conventions, and similar neetings, and
t hose governing the sponsorship and attendance of U S. and foreign personnel
at such meetings, are set forth in DoD Directive 5200.12, DoD Instruction
5230. 20, DoD 5220.22-R, and DoD 5220.22-M (references (m, (fff), (j), and
(k)), respectively)- T

a. GENERAL
CLASSI FI ED MEETINGS SHALL BE CONDUCTED TO BEST SERVE THE | NTEREST OF

U S. NATIONAL SECURITY.  SECURI TY SAFEGUARDS AND PROCEDURES SHALL BE ESTABLI SHED
TO CONTROL ACCESS AND PREVENT COVPROM SE OF CLASSI FI ED INFORMATION PRESENTED

DURI NG SUCH MEETI NGS.
b. MEETINGS DI SCLOSI NG CLASSI FI ED | NFORMATI ON.

1. SUCH MEETI NGS SHALL BE SPONSORED BY AN OSD COVPONENT HAVI NG
SI GNI FI CANT | NTEREST IN THE SUBJECT MATTER. W TH N THE OSD, A PRI NCI PAL STAFF
ASS| STANT, A PRI NCI PAL DEPUTY UNDER OR ASSI STANT SECRETARY OF DEFENSE, OR A
H GHER- LEVEL OFFI CI AL MAY SPONSOR SUCH A MEETI NG AFTER DETERM NI NG, THE
FOLLON NG

(a) THE CLASSI FI ED SESSI ONS OF THE MEETING ARE IN THE BEST
| NTERESTS OF U.S. NATI ONAL SECURI TY.

(b) THE USE OF CONVENTI ONAL CHANNELS FOR DI SSEM NATI ON OF
CLASSI FI ED SCIENTI FI C AND TECHNI CAL | NFORVATI ON DOES NOT ACCOWPLI SH THE
PURPOSE OF THE MEETING.

(c) ADEQUATE SECURITY MEASURES AND ACCESS PROCEDURES HAVE BEEN
DEVELOPED AND SHALL BE | MPLEMENTED.

(d) THE LOCATI ON SELECTED FOR THE CLASSI FI ED SESSI ONS OF THE

MEETI NG ENSURES PROPER CONTROL AND DI SSEM NATI ON OF CLASSI FI ED | NFORVATI ON,
AND ADEQUATE FACI LI TIES ARE AVAI LABLE FOR SECURE STORAGE AND PROTECTI ON .

2. 0SD COVPONENTS ACCEPTI NG SPONSORSHI P OF A CLASSI FI ED MEETI NG

SHALL APPO NT A SECURI TY MANAGER WHO SHALL ENSURE COMWPLI ANCE W TH APPLI CABLE
SECURI TY DI RECTI VES , AND THAT:
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@THE MEETING SI TE | S PROPER FOR THE LEVEL OF CLASSI FI CATI ON
| N\VOLVED .

(b) ADEQUATE STORACGE FACI LI TI ES ARE AVAI LABLE , WHEN REQUI RED.

(c) ACCESS TO CLASSI FI ED SESSI ONS OF THE CONFERENCE ARE LI M TED
TO PERSONS WHOSE CLEARANCE AND NEED TO KNOW HAVE BEEN ESTABLI SHED POSI Tl VELY,
AS FOLLOAE:

(1) MLITARY AND CI VI LI AN PERSONNEL:

A WRITTEN VISIT REQUEST OR SECURI TY CLEARANCE CERTI FI CATI ON FURNI SHED | N
ADVANCE THAT CONTAINS FULL NAME OF THE ATTENDEE, SOCI AL SECURI TY NUMBER, DATE
AND PLACE OF BIRTH, CITIZENSH P, SECURI TY CLEARANCE LEVEL AND DATE GRANTED,
AND SECURI TY MANAGER ° S CERTI FI CATI ON.

(2) CONTRACTOR PERSONNEL :

| N ADDI TI ON TO THE | NFORVATI ONI N PARAGRAPHS 5-205 a. ‘ THROUGH 5-205 b. 2. (6) ,
ABOVE , EACH CONTRACTOR VI SIT REQUEST FURNI SHED I N ADVANCE, ALSO SHALL CONTAI'N
CONTRACT NUMBER , PROJECT OR PROGRAM PERTAI NI NG TO THE SUBJECT MATTER OF THE
CLASSI FI ED MEETING , LEVEL OF CLASSI FI ED ACCESS AUTHORI ZED UNDER CONTRACT,
PURPOSE AND/ OR JUSTI FI CATI ON FOR ATTENDANCE AT CLASSI FI ED CONFERENCE, AND
GOVERNMENT CONTRACTI NG OFFI CER © S CERTI FI CATION OF THE INDIVIDUAL © S NEED TO
ATTEND THE CONFERENCE .

(3) FOREI GN PERSONNEL :

THE OSD COVPONENT SPONSORI NG THE CONFERENCE SHALL REQUEST APPROVAL FROM DEFENSE
| NTELLI GENCE AGENCY (DIA) FOR THE DI SCLOSURE OF CLASSI FI ED | NFORVATI ON AND THE

COUNTRI ES OF THE FORElI GN NATI ONALS WHOSE PRESENCE |'S ANTI Cl PATED.  ONLY FORE | GN
NATI ONALS APPROVED BY DI A SHALL BE ALLOAED TO ATTEND SUCH CONFERENCES.

(d) THE NAMES OF ALL CLEARED AND/ OR CERTI FI ED PERSONNEL HAVI NG A
NEED TO KNOW SHALL BE PLACED ON AN ACCESS ROSTER

(e) PHOTOGRAPHI C | DENTI FI CATI ON SHALL BE REQUI RED OF ALL ATTENDEES
WHOSE I DENTITY IS NOT ESTABLI SHED BY PERSONAL RECOGNI TI ON.

(f) AUTHORI ZATI ON TO RELEASE CLASSI FI ED | 2TFORVATI ON BY DOD
PERSONNEL TO U.S. AUDI ENCES MUST BE OBTAINED FROM THE ORI G NATOR, AND CONTRACTOR
PERSONNEL MUST COVPLY W TH DOD 5220. 22-M PARAGRAPH 9. E ., (REFERENCE (K))

(g) ALL ANNOUNCEMENTS AND I NVI TATI ONS SHALL BE REVI EWED FOR
ACCURACY AND FOR ENSURI NG THAT THEY ARE UNCLASSI FI ED .

(h) LOGS OF ALL CLASSI FI ED MATERI AL DI STRI BUTED DURI NG THE MEETI NG
SHALL BE PREPARED AND AN ACCURATE | NVENTORY MADE OF THEIR COLLECTI ON AT THE
CONCLUSI ON OF THE MEETING  ANY DI SCREPANCY | N THESE | NVENTORI ES SHALL BE
REPORTED TO THE CONVENI NG OSD COMPONENT ° S SECURITY MANAGER FOR ACTI ON
| MVEDI ATELY UPON DI SCOVERY .
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(i) A RECEIPT, IF REQU RED BY THE ORI G NATOR, SHALL BE OBTAI NED
FOR CLASSI FI ED MATERI AL DI STRI BUTED AT MEETINGS THAT IS TO BE RETAI NED BY
PARTI Cl PANTS . RECEI PTS ALWAYS ARE REQUI RED FOR MATERI AL CLASSI FI ED SECRET AND
ABOVE . SECRETARY OF DEFENSE (SD) FORM 120, “RECEIPT FOR CLASSIFI ED MATERI AL”
SHALL BE USED FOR THI S PURPCSE.  APPLI CABLE WRAPPING FOR ANY SUCH MATERI AL
SHALL BE PROVI DED.

) THE MEETI NG AREA SHALL BE | NSPECTED BY REPRESENTATI VES OF THE
CONVENI NG OFFI CI AL AT THE CONCLUSI ON OF THE MEETI NG TO ENSURE THAT NO CLASSI FI ED

MATERI AL OR NOTES HAVE BEEN LEFT BY ATTENDEES.

(k) PARTI Cl PANTS MAKI NG THEI R OAN NOTES SHALL BE ADVI SED OF
CLASSI FI CATI ON LEVEL OF THE DI SCUSSI ON AND OF THE CLASSI FI ED NATURE OF SUCH
NOTES AND CAUTI ONED TO STORE THE NOTES PROPERLY ON DEPARTURE. ALL CLASSI FI ED
MATERI AL SHALL BE PROPERLY WRAPPED AND PARTI Cl PANTS HAVE PROPER COURI ER
AUTHORITY . PARTI Cl PANTS SHALL BE PROH Bl TED FROM | NTRCDUCI NG | NTO THE SECURE
FACI LI TY ANY ELECTRONI C OR OPTI CAL DEVI CE CAPABLE OF RECCRDI NG ACTIVITIES OR
MATERI ALS, WTH N THE FACILITY . - -

(1) THE LGSS OR COVWPROM SE OF ANY CLASSI FI ED | NFORMATI ON AT THE
MEETI NG SHALL BE REPORTED PROMPTLY TO 0DUSD (P) .

5-206 Safequarding of U S Cassified Information Located in Foreign
Countries

Except for classified information that has been authorized for release
to a foreign government or international organization pursuant to DoD Directive
5230. 11 (reference (tt) ) , and is under the security control of such governnent
or organization, the retention of U S. classified material in foreign countries
may be authorized only when that Oaterial is necessary to satisfy specific U S.
Covernment requirenents. This includes classified material tenporarily
transferred into a foreign country via U S. Government personnel authorized to
escort or handcarry such material pursuant to Chapter VIII, Section 3, as
applicable. \Wether permanently or tenporarily retained, the classified
materials shall be stored under U S. Government control as foll ows:

a. At a US mlitary installation, or a location where the United States
enjoys extraterritorial status, such as an enbassy or consul ate.

b. At a US. Government activity located in a building used exclusively

by Us. Government tenants, provided the building is under 24-hour control by
U.S. Governnment personnel.

c. At a US GCovernnent activity located in a building not used exclu-
sively by U S Governnent tenants nor under host government control, provided
the classified material is stored in security containers approved by the GSA
and is placed under 24-hour control by U S. Governnent personel.

d. At a US. CGovernment activity located in a building not used excl u-
sively by U S. CGovernnment tenants but which is under host’ governnent control,
provided the classified material is stored in GSA-approved security containers
which are further secured in a locked roomor area to which only U 'S. personnel
have access.

V=19



e.  \Wen host governnent and U. S. personel are co-located, U S. classified
material that has not been authorized for release to the host government pur-
suant to DoD Directive 5230.11 (reference (tt)), shall, to the extent possible,
be segregated fromreleasable classified material to facilitate physical control
and prevent inadvertent conprom se. However, U S. classified naterial that is
rel easable to the host country need not be subject to the 24-hour U S. control
requi rement provided the host government exercises its own control measures
over the pertinent areas or containers during non-duty hours.

f.  Foreign nationals shall be escorted while in areas where non-rel easable
U.S. classified material is handled or stored. However, when required by
operational necessity, foreign nationals may be permtted, during duty hours,
unescorted entry to such areas provided the nonrel easable information is pro-
perly stored or is under the direct personal supervision and control of cleared
U S. personnel who can prevent unauthorized access.
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Section 3

ACTIVITY ENTRY AND EXIT | NSPECTI ON PROGRAM

5-300 Policy

a. Commanders and heads of activities shall establish and naintain an
| nspection programto deter and detect unauthorized introduction or renoval of
classified material from DoD owned or |eased installations and facilities.
Thi s program does not replace existing prograns for facility and installation
security and | aw enforcenment inspection requirenents.

b. The inspection program shall be inplemented in a oanner which does
not interfere unduly with the perfornmance of assigned m ssions.

c. The inspection program shall be inplenented in a reanmer which does
not significantly disrupt the ingress and egress of persons who are enpl oyees
of, or visitors to, defense installations and facilities.

d. Inspections carried out under this programshall be limted to the
extent feasible to areas where classified work is being perforned, and cover
only persons enployed within, or visiting, such areas.

e. Inspections carried out under this programshall be perforned at a
sufficient frequency to provide a credible deterrent to those who would be
inclined to renove classified materials wthout authority fromthe installation
or facility in question.

f.  The nmethod and frequency of such inspections at a given installation
or facility is at the discretion of the commander or head of the installation
or facility, or other designated official. Such inspections shall conformto
the procedures set forth bel ow

G THE HEADS OF OSD COVPONENTS MNAY | MPLEMENT AN | NSPECTI ON PROGRAM FCOR
THEI R AREAS. OSD COVPONENTS HOUSED QUTSI DE THE PENTAGON SHALL | NSTI TUTE THI S
PROGRAM . ALL | NDI VI DUALS, REGARDLESS OF POSI TION OR RANK, ARE SUBJECT TO
TH' S POLI CY.

(1) A MEMORANDUM S| GNED BY THE HEAD OF THE OSD COVPONENT, AUTHORI ZI NG
THE PROGRAM SHALL BE SENT TO THE DI RECTOR, PSD, FOR APPROVAL.

(2) ADETAILED OUTLINE OF THE | NSPECTI ON PROCEDURES SHALL ACCOVPANY
THE AUTHORI ZI NG MEMORANDUM | T SHALL | NCLUDE, AS A MNTMUM THE FOLLON NG

(a) THE EXIT AND/OR ENTRY LOCATI ON.
(b) WHO | S TO BE SEARCHED.
(c) wHat TO LOOK FOR (CLASSI FI ED DOCUMENTS AND/OR | TEMS) .

(d) WHAT IS TO BE’ SEARCHED (BRI EFCASES, HANDBAGS, PACKAGES, OR
SIM LAR CONTAI NERS) .
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(e) PROCEDURES TO BE FOLLOAED IN THE EVENT CLASSI FI ED MATERI AL
'S FOUND.

(f) WHEN AND HOW OFTEN | NSPECTI ONS SHALL BE CONDUCTED.

(3) PERSONNEL , WHO SHALL BE | NVOLVED | N CONDUCTI NG THE SEARCHES,
SHALL BE TRAINED I N THEI R RESPONSI Bl LI TIES AS OQUTLI NED IN THE WRI TTEN | NSPECTI ON
PROGRAM .

(4) AN AFTER ACTI ON REPORT SHALL BE SUBM TTED WTH N 5 WORKI NG DAYS
AFTER THE I NSPECTION TO THE DI RECTOR, PSD . ALL VI OLATI ONS AND UNUSUAL
OCCURRENCES SHALL BE | NCLUDED | N THE REPORT.

5-301 Inspection Frequency

a. Inspections may be periodic, that is, at irregular intervals.

b. Inspections may be acconplished at one or nore designated entry/exit
poi nts; they need not be carried out at all entry/exit points at the same tine.

c. Inspections may be done on a random basis using any standard which may
be appropriate, for exanple, every third person; every tenth person; every
hundredth person, at the entry/exit point(s) designated.

d. Inspections at a particular entry/exit point(s) my be linmted as
appropriate to various periods of tine, for exanple, one week, one day, or one
hour .

e. Inspections shall be conducted at all entry/exit points after nornal
duty hours, including weekends and holidays, on a continuous basis, if
practicabl e.

5-302 I nspection Procedures and |dentification

a. Inspections shall be limted to that which is necessary to determ ne
whet her classified material is contained in Dbriefcases, shoulder or handbags,
| uggage, athletic bags, packages, or other simlar containers being renmoved
fromor taken into the prem ses. Inspections shall not be done of wallets,
change purses, clothing, cosmetics cases, or other objects of an unusually
personal nature.

b. DoD Conponents shall provide enpl oyees who have a legitimte need to
renmove classified material fromthe installation or activity with witten or
printed authorizations to pass through designated entry/exit points. (See
paragraph 8-300 f.) This may include:

1.  The authorization statements prescribed in Chapter VIII,
section 3.

2. |f authorized in Conponent instructions, wallet-size cards
whi ch describe in general ternms the purpose(s) for authorizing the enployee
to remove classified material fromthe facility (for exanple, use at neetings
or transmssion to authorized recipients)
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C. | nspectors are to ensure that personnel are not renoving classified
Oaterial wthout authorization. wherei nspectors determ ne that individuals
do not appear to have appropriate authorization to renove classified material,
they shall request such individual to obtain appropriate authorization before
exiting the premses. |If, due to the circunstances, this is not feasible, the
i nspector should attenpt to verify by tel ephone the authority of the individual
in question to renove the classified material with the enploying office. \When
such verification cannot be obtained, and if renoval cannot be prevented, the
i nspector shall advise the enploying office and appropriate security office as
soon as feasible that classified nmaterial was renoved by the naned individual
at a particular tinme and without apparent authorization.

d. |f the enploying office determnes that classified material was
removed by one of its enployees without authority, it shall request an investi-
gation of the circunstances of the renoval by appropriate investigative
authorities . \Where such investigation confirms a violation of security pro-
cedures, other than espionage or deliberate conprom se, for which subsection
6-109 applies, appropriate admnistrative, disciplinary, or |legal action shall
be taken.

SECTI ON 4

PHYSI CAL SECURI TY OF OSD OFFI CES

5-400 PQLICY

OFFI CES AND OTHER SPACES (LESS ALARVED AREAS) SHALL BE SECURED PHYSI CALLY
AGAI NST UNAUTHORI ZED ENTRY THROUGH THE USE OF KEY- OPERATED, H GH SECURI TY DOCR
CYLI NDERS OR OTHER PSD AUTHORI ZED ACCESS DEVI CES. ALL LOCK WORK FOR OSD COW
PONENTS, EXCEPT THAT FOR DESK AND FI LE CABI NET KEY LOCKS, SHALL BE ACCOWPLI SHED
BY OR UNDER THE SUPERVI SI ON OF THE PSD, WASHI NGTON HEADQUARTERS SERVI CES (WHS),
| NCLUDI NG THE | SSUANCE OF KEYS.

5-401 KEY CONTROL OFFI CER

a. HEADS OF OSD COVPONENTS SHALL DESI GNATE, IN WRITING A PRI MARY AND
ALTERNATE KEY CONTROL OFFI CER BY SUBM TTI NG A DEPARTMENT OF DEFENSE (DD) FORM
577, “SI GNATURE CARD,” FOR EACH DESI GNEE TO THE PSD, WHS ( SEE FI GURE 4, BELOW.

b. KEY CONTROL OFFI CER SHALL:

1. PROCESS REQUESTS FOR DOCR KEYS AND SPECI AL LOCKS USI NG DD FORM
2251, “REQUEST FOR DOOR KEYS AND SPECI AL LOCKS.”

2. REPORT ANY LOSS OR COVPROM SE OF KEYS IN WRI TING TO THE PSD, WHS,
AND REQUEST THAT THE KEY LOCK BE CHANGED. A LOCK SHALL BE CONSI DERED COM
PROM SED | F THE KEY CONTROL OFFI CER MAY NOT ACCOUNT FOR THE KEYS OR I F
UNAUTHORI ZED DUPLI CATE KEYS HAVE BEEN MADE FOR A LOCK.

5-402 HOLDERS OF OSD KEYS

EMPLOYEES SHALL :

a. RECEI PT FOR AND MAI NTAIN CONTROL OF ALL ASSI GNED KEYS.
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b. RETURN ASSI GNED KEYS TO THE PSD , WHS , ROOM 3C345 , BEFORE REASSI GNVENT
CR TERM NATI ON OF EMPLOYMENT AS PART OF THE CLEARI NG PROCESS.

c. rRROVIDE WRI TTEN REPORT TO THE KEY CONTROL OFFI CER ON THE CI RCUMSTANCES
SURROUNDING LOST OR COVPROM SED KEYS.

d OBTAIN A KEY FROM THE KEY CONTROL OFFI CER OR ANOTHER EMPLOYEE BEFORE
REPORTI NG FOR DUTY WHEN REQUI RED TO WORK OTHER THAN NORMAL DUTY HOURS AND VWHEN
NOT | N POSSESSI ON OF A KEY.

e. REPORT | MVEDI ATELY TO THE PSD , WHS , ALL MALFUNCTI ONI NG COMBI NATI ON
LOCKS , KEY LOCKS , OR ACCESS CONTRCL DEVI CES;

5-403 | NSTALLATI ON OF DOOR LOCKS AND ACCESS CONTROL DEVI CES AND
| SSUANCE OF DUPLI CATE KEYS

a. REQUESTS FOR | NSTALLATI ON OF DOOR LOCKS AND ACCESS CONTROL DEVI CES
AND FOR DUPLI CATE KEYS SHALL BE SUBMITTED ON DD FORM 2251 (SEE FI GURE 5, BELOW .

1. THE REQUESTOR SHALL COWPLETE LINES 1 THROUGH 6 OF THAT FORM

2. |F MORE THAN ONE KEY |'S REQUESTED, THE NAMES OF THE EMPLOYEES FOR
VWHOM ADDI TI ONAL KEYS ARE REQUI RED SHALL BE LI STED I N LI NE 6.

3. LINE 5E 5A SHALL BE COMPLETED BY ENTERI NG THE ACRONYM OF THE OSD
COMPONENT CONCERNED , SUCH AS USDP ; USDR&E ; ASD (C); ASD (A&L); DUSD (P);
GC; WHS (B&F), AND WHS (C&D) .

4. LINES 5B, 5C, AND 5D SHALL BE DI SREGARDED.
5. LINES 7A AND 7B SHALL BE COVWPLETED BY THE KEY CONTROL OFFI CER
b. A MAXIMUM OF ONE KEY PER OFFI CE OCCUPANT OR SI X KEYS, WHI CHEVER | S
LESS , SHALL BE | SSUED FOR ANY ONE DOCOR LOCK. EXCEPTIONS TO TH' S PCLI CY SHALL
BE JUSTIFIED IN WRITING THROUGH THE COVPONENT KEY CONTRCL OFFI CER  FI NAL
APPROVAL REMAINS WTH THE DI RECTOR , PSD , WHS . ASSI GNMENT OF ADDI TI ONAL EMPLOYEES
TO AN OFFI CE DOES NOT CONSTI TUTE A VALI D JUSTI FI CATI ON FOR ADDI TI ONAL KEYS.

c. THE KEY CONTROL OFFI CER SHALL FORWARD THE COWMPLETED REQUEST TO PSD FOR
APPROVAL . Dl SAPPROVED REQUESTS SHALL BE RETURNED W TH APPLI CABLE ANNOTATI ON.

5-404 EMERGENCI ES

EMERGENCY REQUESTS FOR COVBI NATI ON CHANGES OR REPAI R OF ACCESS CONTROL
DEVI CES , SECURI TY CONTAI NERS, AND LOCKS AFTER NORMAL DUTY HOURS AND ON SATURDAYS,
SUNDAYS , AND HOLI DAYS SHALL BE TELEPHONED TO (202) 695-5052. TH S PROCEDURE
APPLI ES TO OBTAI NI NG EMERGENCY ACCESS TO AREAS EQUI PPED W TH KEY LOCKS. A
SITUATION I N WH CH AN EMPLOYEE SCHEDULED TO WORK DURI NG OTHER THAN NORMAL DUTY
HOURS FORGETS H'S OR HER KEY | S NOT' CONSI DERED AN EMERGENCY.
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N AME (Type or print) GRADE DATE

Ms. Janet Smith GS-12 | 9/ 23/ 86

OFFICIAL ACDRESS

DUSDP, Room 4D480, Ext. 69,577

SIGNATURE M E ? ﬁ

TYPE OF DO MENT QR PURPCSE FOR WHICH AU TH ORIZED

Key Control Officer (DD FOrm 2751

| CERTIFY THATTHE ABOVEIS THE SIGNATURE
QOF THE AU THORIZEDINOIVIDUAL.

NAMEAND GRADEQFf COMMANDING OFFICER(T-'YP'O’P""UORHIS DESIGNEE

M. . R Incharge, GV 15
SIGNATURE OF COMMANDING OFFICER z HIS DESIGNEE
J 1} Mmy 1 n 1 SEP i (DITI“NHIC
‘DA’F'?RHM 577 Wi, 8K VIERL UNW T EXM AUS TE;- SIGNATURE CARD

FI GURE 4, DD Form 577
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REQUEST FOR DOOR KEYS AND SPECIAL LOCKS

1. DATE (Y YMMDD)

C. ( KI%YFS. TPJP(IE) ISSUED IN NAME OF
LG‘ * s »
J O\lES, Mary A.

860923
TO: Directs, Physi cal Security Division, WHS
2. REQUESTING OFFICIAL
s1. NAME (Last, First, MI) c. ORGANIZATION d. SIGNATURE \ e. PHONE
DCE, Jane C, | SP
b, TITLE A Y 697-1111
Secretary
TYPE OF REQUEST (Check appropriate box)
. X xkevs 4. [] sPeciaL LOCKS
o, ROOM NO. b. NO. OF KEYS « INSTALL * b. NUMBER OF c. REMOVE
ROOM NO CONNECTING DOORS | ROOM NO
3D768 2

el . SPACE ASSIGNED TO:

a. 0O0OD COMPONENT

| SP

b. SUB-COMPONENT

c¢. DIRECTORATE

Negoti ati ons Policy

d. DIVISION
Long Range Pl anni ng

€. JUSTIFICATION

JONES, Mary A
LADY, XKathy R

7' . RECOMMENDATION Of DEPARTMENT ACTIVITY/AGENCY

M APPROVE

] DISAPPROVE

o

. S%’;RE : ” 95 gzo

B. ACTION BY DEPARTMENT sPACE OFFICER

a. SPACE OCCUPANCY
[] vERIFIED

[] NOT VERIFIED

b. SIGNATURE

9. RECOMMENDATION OF PHYSICAL SECURITY DIVISION

A
[] APPROVE

{J pisaPPROVE

b. SIGNATURE

10. ACTION TAKEN BY LOCKSMITH

Oecsa D ooo

a b. OATE COMPLETED {YYMMDD) b. SIGNATURE

DD+%72251

FIGURE &5 v-27
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SECTION 5
| NTRUSI ON DETECTI ON ( ALARM) SYSTEMS

5-500 PCLICY

THE | NSTALLATI ON OF ALARM EQUI PMENT FOR DETECTI NG AN UNAUTHCORI ZED OR
FORCED ENTRY SHALL BE KEPT TO A M NI MUM CONSI STENT W TH THE OPERATI ONAL
REQUI REMENTS OF THE OSD COVPONENT CONCERNED.  ALARM EQUI PMENT SHALL BE USED TO
PROTECT AREAS OR OFFI CES UNDER ONE OF THE FOLLON NG CONDI Tl ONS:

a . VWHEN THE BULK CR VOLUME OF CLASSI FI ED MATERI AL MAKE | T | MPRACTI CAL TO
STORE CLASSI FI ED MATERI AL I N SECURI TY CONTAINERS. TH S IS FOR CENTRAL
REPGSI TORI ES ONLY AND REFERS TO OPEN OR SHELF STORAGE.

b.  WHEN DI A MANUAL 50-3 ( REFERENCE QQQ) REQUI RES PROTECTI ON BY AN ALARM
SYSTEM .

-

5-501 ESTABLI SHVENT

a A REQUEST TO ESTABLI SH AN ALARMED AREA FOR THE OPEN STORAGE OF TOP
SECRET ; SECRET , OR CONFI DENTI AL MATERI AL SHALL BE SI GNED BY THE OSD COVPONENT
HEAD. THE FOLLON NG | NFORMATI ON SHALL BE | NCLUDED IN THE REQUEST:

1. FULL JUSTI FI CATION FOR THE ALARMED AREA FOR STORAGE TO | NCLUDE
ESTI MATED VOLUME AND TYPE OF MATERI AL.

2. CLASSI FI CATI ON LEVEL OF MATERI AL TO BE STORED IN THE AREA.

3. A DETAILED SKETCH OR FLOOR PLAN OF AREA, | NCLUDI NG LOCATION, Sl ZE,
CONFI GURATI ON OF WALLS, AND | NTERNAL PHYSI CAL ARRANGEMENTS OF THE OFFI CES.

4. THE NAME , ROOM AND TELEPHONE NUMBER OF THE PRQIECT OFFI CER
ASSI GNED TO ESTABLI SH THE ALARVMED AREA.

b. THE OSD COVPONENT SECURI TY MANAGER SHALL FORWARD THE REQUEST THROUGH
THE OSD RECORDS ADM NI STRATOR, RECORDS MANAGEMENT DI VI SI ON , CORRESPONDENCE AND
DI RECTI VES (C&b) , WHS , FOR PERM SSION TO USE SHELF FI LES I N ACCORDANCE W TH
PARAGRAPH 3 .C. (4) , Al NO 15 (REFERENCE RRR) TO THE PSD.  SENSI Tl VE COMPART-
MENTED | NFORMATI ON FACI LI TI ES (SCIF) DO NOT REQUIRE THI S PERM SSI ON.

c.. THE DIRECTOR , PSD , SHALL COORDI NATE AND APPROVE ALL MATTERS | N ESTAB-
LISHING AN ALARMED AREA AND SHALL:

1. REVIEW ALL REQUESTS AND CONDUCT NECESSARY SURVEYS .

2. PROVIDE THE PRQJECT OFFI CER THE CONSTRUCTI ON AND REQUI SI TI ON
REQUI REMENTS .

3. DESIGNATE PSD EMPLOYEE AS THE CONTRACTING OFFI CER ° S TECHNI CAL
REPRESENTATI VE (COTR) WHO SHALL OBTAI N APPLI CABLE EQUI PMENT .
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4. COORDI NATE WTH THE DEPARTMENT OF THE AIR FORCE SECURI TY OFFI CE
CR THE CI VILI AN MONI TORI NG AGENCY, AS APPLI CABLE, ON ALL MATTERS FOR ALARM
EQUI PMENT MONI TORI NG .

5. MONI TOR THE | NSTALLATI ON OF ALARM DEVI CES, ENSURE THAT ALL EQUI P-
MENT CONSI GNED HAS BEEN | NSTALLED AND |'S OPERABLE, AND THAT PERI ODI C | NSPECTI ONS
ARE CONDUCTED TO TEST THE EQUI PMENT AND THE SYSTEMS.

6. MAINTAIN A RECORD OF ALL ALARVED AREAS TO MONI TOR THE ACCOUNTI NG
OF FUNDS FOR PLANNI NG AND STATI STI CAL PURPOSES .

d. THE PROJECT OFFI CER SHALL :
1. COORDI NATE THE CONSTRUCTI ON AND REQUI SI TI ON REQUI REMENTS .
2. PROVI DE NECESSARY SECURI TY OR PRECAUTI ONARY MEASURES TO PREVENT
COVPROM SE OF CLASSI FI ED | NFORVATI ON DURI NG ANY PHASE OF THE INSTALLATION AND
MAI NTENANCE WORK | N THEIR AREAS.
3. NOTIFY PSD BY TELEPHONE (695-5052) UPON COVPLETI ON.

5-502 ADM NI STRATI ON

a.  THE OCCUPANTS SHALL :

1. FOLLON PROCEDURES FOR OPENI NG AND CLOSI NG AN ALARMED AREA AND
SECURE THE AREA WHENEVER AN ALARMED AREA |'S TO BE LEFT UNATTENDED AT OTHER
THAN ESTABLI SHED SECURI TY HOURS .

2. TEST THE ALARM SYSTEM PERI ODI CALLY AND REPORT PROVPTLY ALL
MALFUNCTI ONS TO PSD .

3. COORDI NATE W TH PSD BEFORE BEG NNI NG CONSTRUCTI ON WORK THAT
AFFECTS THE OPERATI ON OF ALARM EQUI PMENT | NSTALLED IN THE AREA.

b. EACH COVPONENT SECURI TY MANAGER AND ALTERNATE SHALL SIGN A DD FORM 577,
“SI GNATURE CARD . “ SEE FIGURE 6 BELON  PSD SHALL SIGN IN THE THE BLOCK MARKED
“SI GNATURE OF COWANDI NG OFFI CER. “ THI'S APPO NTMENT DCES NOT | NCLUDE THE
AUTHORI TY TO PLACE A ZONE IN SERVI CE OR REMOVE I T FROM SERVI CE.  ONZ% THOSE
| NDI VI DUALS W TH A CURRENT DD FORM 577 MAY SI GN AFHQ 91, ALARMED AREA ACCESS
LI ST (AAAL) .

c. A COWLETED AFHQ FORM 91, “ALARVED AREA ACCESS LIST , “ (AAAL) SHALL BE
FURNISHED TO HQ USAF SECURI TY FORCE.

1. ONLY THE NAMES OF THOSE PERSONS ASSI GNED TO THE ZONE WHO FREQUENTLY
HAVE A NEED TO MAKE TEMPORARY CHANGES TO THE DUTY HOURS AND WHO ARE ABLE TO
RESPOND TO THE ZONE DURI NG NONDUTY HOURS | F THERE |S AN EMERGENCY SHALL BE
LI STED ON THE AAAL . A TOTAL OF 18 PERSONS PER ZONE SHALL BE ASSI GNED. ONLY
THE ORI G NAL AFHQ FORM 91 SHALL BE ACCEPTED FOR PROCESSI NG ; A MACH NE COPY
SHALL NOT BE ACCEPTED.
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2. A NEWAAAL IS REQUI RED FOR ADDI NG OR DELETING A PERSON ° S NAME FROM
THE AAAL , CHANG NG THE DUTY HOURS, OR CHANG NG THE CODEWORD.  TELEPHONE CHANGES
SHALL NOT BE ACCEPTED.  SEE SUBSECTI ON 5-508 FOR I NSTRUCTI ONS - ON COWPLETI NG
THE AAAL .

3. TO ADD A PERSON ° S NAME TO THE AAAL , ALL THE REQUI RED | NFORVATI ON
EXCEPT THE PASSCARD NUMBER MUST BE ADDED TO THE NEW AAAL . IF THE PERSON WHOSE
NAVE WAS ADDED ALREADY HAS A VALI D PASSCARD FROM ANOTHER AREA, THE NUMBER | S
PLACED IN THE SPACE PROVI DED AND THE NAME | S ASTERI SKED.

4. TO DELETE A PERSON * S NAME FROM THE AAAL , THE INDIVIDUAL * S PASS CARD
AND THE NEW AAAL SHALL BE HAND- CARRIED TO DET 1, 11 OOSPS , ROOM 4D882 , THE
PENTAGON . THE CODEWORD |'S CHANGED ON THE AAAL WHEN A PERSON ‘ S NAME | S REMOVED
FROM THE LI ST OR AUTOVATI CALLY ONCE A YEAR, WH CHEVER COMES Fl RST.

5. AFHQ FORM 91 MAY BE OBTAI NED FROM USAF COUNTER SERVI CES, ROOM
4A1008C.

d. DET 1, 1100SPS SHALL | SSUE EACH PERSON WHO | S AUTHORI ZED TO MAKE
TEMPORARY CHANGES TO THE ZONE DUTY HOURS AN AFHQ FORM 93, “PASSCARD. “ IT IS A
WALLET SIZE , LAM NATED CARD BEARING A FIVE-DIG T CONTROL NUMBER.  THE CARD
| DENTI FI ES THE BEARER TO SECURI TY PERSCNNEL WHEN THE ZONE | S OPENED OR CLOSED
AFTER THE ESTABLI SHED HOURS AND WHEN OCCUPANTS W SH TEMPORARI LY TO EXTEND
THEI R HOURS OF OPERATION. THE FOLLOW NG RULES APPLY TO EACH HOLDER OF A PASS
CARD :

1. THE PASS CARD IS A SENSITIVE, OFFICl AL DOCUMENT AND MAY NOT BE
EXPGCSED TO PUBLI C VI EW OR ATTACHED TO THE DOD BUI LDI NG PASS OR BADGES.

2. THE PASS CARD AND NUMBER SHALL BE USED ONLY BY THE PERSON TO WHOM
| T 1S | SSUED.

3. THE LOSS OR THEFT OF PASS CARDS MUST BE REPORTED | MVEDI ATELY TO
AlR FORCE SECURITY 697-8291.

5-503 OPENI NG AND CLOSI NG ALARMED AREAS

a.  OPENI NG PROCEDURES

1. EACH ALARMED AREA SHALL BE PERM TTED ONE UNCHALLENGED OPENI NG
AND CLOSI NG DURI NG LI STED DUTY HOURS , AS | NDI CATED ON THE AAAL . AFTER THE
DOOR |'S UNLOCKED AND THE AREA ENTERED, THE CONTRCL SW TCH | MVEDI ATELY SHALL BE
TURNED FROM THE “ON" TO THE “OFF" POSI TI ON.

2. |F THE AREA | S TO BE ENTERED BEFORE THE ESTABLI SHED HOURS OR
AFTER THE ONE UNCHALLENGED OPENING , AIR FORCE SECURI TY SHALL BE CONTACTED BY
TELEPHONE (697-829 1) FOR | DENTI FI CATION. THE | NDI VI DUAL MUST PROVI DE THE
FOLLOWNG :

(a) YOUR PASS CARD NUMBER AND THE NUMBER OF THE ZONE YQU WANT
TO ENTER
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(b) THE PERICD OF TIME YOU SHALL REMAIN IN THE ZONE. |F YQU OPEN
EARLY FOR A NORVAL DUTY DAY AND REMAIN IN THE ZONE UNTIL NORMAL DUTY HOURS
BEG N, TH S I NFORVATION | S NOT NEEDED. IN ALL OTHER CASES, AN ESTI MATED
DEPARTURE TI ME | S REQUI RED.

(c) AFTER ESTABLI SHI NG YOUR SCHEDULE , THE OPERATOR ASKS YOU THE
CODEWORD FOR THE ZONE .

3. AFTER THE OPERATOR ACKNOALEDGES THE CODEWORD AND CLEARS YQU TO
PROCEED , YOU MAY ENTER THE ZONE. |F YOU DON * T KNOW OR YOQU FORGET THE CODEWORD
CR PASS THE WRONG CODEWORD, YOUR ENTRY TO THE ZONE SHALL BE DENI ED.  YOU MUST
THEN REPORT TO DET 1, 1100SPS , ROOM 4D882 , FOR | DENTI FI CATION.  YOU SHALL
BE PERM TTED TO ENTER THE ZONE ONLY AFTER YOU PROVI DE POSI Tl VE | DENTI FI CATI ON.

4. DURI NG NONDUTY HOURS, ANY ENTRY TO A SECURED ZONE W THOUT PRI OR
CLEARANCE | S A PROCEDURAL VI OLATI ON.

b . . CLOSI NG PROCEDURES -

1.  THE AREA SHALL BE SECURED BY CLOSI NG ALL OPENINGS TO THE ZONE AND
ENSURI NG THAT ALL | NTERCONNECTI NG DOORS ARE CLOSED AND EMERGENCY EXI TS ARE
LOCKED . | F THE ALARM SYSTEM | S EQUI PPED W TH SMALL RED LI GHTS, PUSH THE SW TCH
TO “RESET” POSI TION UNTIL THE RED LI GHTS ARE EXTI NGUI SHED AND THEN TO “LATCH’
POSI TI ON.

2. OPEN THE ENTRANCE DOOR AND TURN THE CONTROL SW TCH FROM THE “ OFF”
TO THE “ON" PGSI TION. EXIT THE AREA AND SECURE THE COMBI NATI ON LOCK BY TURN NG
THE DIAL TO “O', DI SENGAG NG THE BUTTERFLY, |F APPLI CABLE, AND TURNI NG THE
DI AL AT LEAST FOUR COVPLETE REVOLUTIONS | N ONE DI RECTI ON.  ON NEVWER COVBI NATI ON
LOCKS NOT EQUI PPED W TH A BUTTERFLY, THE DIAL SHALL BE ROTATED AT LEAST FIVE
TURNS |N A COUNTERCLOCKW SE DI RECTI ON .

3. |IF THE DOOR I'S EQUI PPED WTH AN ELECTRONI C CYPHER OR MECHANI CAL
( PUSH BUTTON) SI MPLEX ACCESS CONTROL DEVI CE, OPERATE THE CYPHER SYSTEM TO
VERI FY THAT THE LOCK I'S SECURE AND THE DOOR DCES NOT OPEN.

4. ON SUCCESSFUL CLOSING A BUZZER SHALL SQUND FOR APPROXI MATELY 1
SECOND . AN OCCASI ONAL DELAY OF UP TO 2 1/2 M NUTES FOR THE BUZZER TO SOUND
DUE TO POAER RECHARG NG |'S NOT UNUSUAL.  THE ALARMED AREA SHALL NOT BE
ABANDONED UNDER ANY CI RCUMSTANCES , UNTIL ElI THER THE BUZZER HAS SOUNDED OR, |N
AREAS SO EQUI PPED, THE RI NGBACK LI GHT | LLUM NATES. VWHENEVER THERE |'S NO AUDI O
OR VI SUAL VERI FI CATI ON SI GNAL, AIR FORCE SECURITY MJUST BE CONTACTED FOR
| NSTRUCTI ONS .

5. IF IT IS NECESSARY FOR ALL PERSONS TO EVACUATE AN ALARMED FACI LITY
FOR ANY REASON , REGARDLESS OF HOW BRI EFLY, THE ALARM SYSTEM AND THE COVBI NATI ON
LOCK SHALL BE ACTI VATED BY THE LAST | NDI VI DUAL DEPARTING THE AREA. | F RE-ENTRY
TO THE AREA IS REQUI RED, THE PROCEDURES FOR EARLY OPENI NG MUST BE FOLLOWED.

5-504 EXTENDI NG THE HOURS OF A ZONE

|F A ZONE MUST REMAIN OPEN BEYOND THE SCHEDULED DUTY HOURS, A PERSON WHOSE
NAME |S ON THE AAAL MUST CALL ANp TELL DET 1, 11 OOSPS , EXTENSI ON 78291, THAT
THE ZONE WLL BE CLOSED LATE. THE CALL SHALL BE MADE AS SOON AS YOU KNOWN
SOMEONE MUST STAY LATE AND NOT UNTIL THE END OF THE DAY.
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a. YOUR ZONE NUMBER , THE NEW CLOSING TI ME DESIRED (I N I NTERVALS OF 15
MINUTES) , PASSCARD NUMBER, AND THE CODEWORD SHALL BE GIVEN TO THE COMPUTER
CPERATOR . THE NEW SCHEDULE 1S PLACED | NTO THE COWPUTER .

b. |F THE ZONE SHALL NOT BE CLOSED BY THE EXTENDED TIME, DET 1, 1100SPS ,
SHALL BE CALLED AGAIN, FOLLON NG THE SAME PROCEDURE.

c. FAILURE TO CLOSE A ZONE BY THE SCHEDULED TIME |S A PROCEDURAL VI OLATI ON.
5-505 RESPONSE TO AN ALARM

a.  WHEN AN ALARM IS SET OFF DURI NG “SECURITY HOURS, “ THE HQ USAF SECURI TY
FORCE PERSONNEL RESPOND TO | NVESTI GATE THE CAUSE OF THE ALARM

b. | F DAMAGE TO THE ALARVED AREA |'S DI SCOVERED OR IF THE ALARM DCES NOT
RESET , THE COMPUTER OPERATOR SHALL CALL EACH PERSON (I N ORDER LI STED ON THE
AAAL) UNTIL SOMVEONE | S CONTACTED.

c. ITHE PERSON coNTACTED EITHER MUST cove TO THE ALARMED AREA IMMEDIATELY,
OR CONTACT ANOTHER PERSON (WHO IS ON THE AAAL) TO RESPOND SO EMERGENCY REPAI RS
MAY BE MADE AND ALARM PROTECTI ON RESTORED. DET 1, 1100SPS , PERSONNEL GUARD THE
ZONE UNTI L THE RESPONDI NG PERSON ARRI VES .

5-506 TESTI NG THE ALARM SYSTEM

OCCUPANTS SHALL CONDUCT A MONTHLY FUNCTI ONAL PERFORMANCE TEST OF ALL
ALARM COVPONENTS AND RECORD THE RESULTS ON THE ALARM TEST LOG MOUNTED ON THE
CONTROL UNNT . FAI LURE TO PERFORM THE MONTHLY TEST SHALL BE RECORDED AS A
PROCEDURAL VI OLATION. A PERSON SHALL MONI TOR THE METER ON THE CONTROL UNIT,
WH CH | S LOCATED NEAR THE ENTRANCE DOCR, FOR AN | NDI CATION OF AN ALARM  IT IS
NOT' NECESSARY TO ACTI VATE THE SYSTEM TO ACCOWPLI SH THI'S TEST. | T IS RECOMVENDED
THAT THE TESTS BE CONDUCTED IN THE MORNI NG SO MALFUNCTI ONS DI SCOVERED DURI NG THE
TEST MAY BE CORRECTED BEFORE CLOSE OF BUSI NESS. THE FOLLOWN NG PROCEDURES
SHALL BE FOLLOWED :

a. EACH MOTI ON DETECTI ON SENSOR SHALL BE TESTED BY WALKI NG THROUGH THE
AREA AT THE RATE OF ONE STEP PER SECOND FOR 4 SECONDS. A MOTI ON DETECTI ON
SYSTEM ABOVE A FALSE CEl LI NG SHALL BE TESTED BY MAKI NG ANY KI ND OF MOVEMENT,
ABOVE THE FALSE CEI LI NG .

b. DOORS SHALL BE TESTED BY OPENI NG THE DOOR APPROXI MATELY 4 | NCHES.

c. THE ALARM TEST LOG, AF FORM 2530, SHALL BE | NI TI ALED, DATED, AND
ANNOTATED VWHETHER THE SYSTEM IS OPERATI ONAL. SEE FI GURE 7 BELOWN MALFUNCTI ONS
SHALL BE REPORTED AS MAI NTENANCE REQUESTS. THE COWPLETED FORMS SHALL BE
FORWARDED TO PSD WTHI N 30 DAYS AT THE END OF THE CALENDAR YEAR .

5-507 ALARM SYSTEM | NQUI RES AND MAI NTENANCE REQUESTS

FROM 0730 TO 1630 HOURS, MONDAY THROUGH FRI DAY EXCEPT HCLI DAYS , DET 1,
1100SPSSPOR , EXTENSI ON 78291, SHALL BE CONTACTED FOR ALARM SYSTEM | NQUI RI ES
AND MAI NTENANCE REQUESTS . THE ALARM COMPUTER OPERATOR MAY BE CALLED AT

EXTENSI ON 78291 AT “ANY TIME.  THE COVPUTER OPERATOR COVPLETES A SERVI CE RECORD
TO REPORT ANY ALARM MALFUNCTI ON FOR REPAIR .
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5-508 STOPPI NG | NTRUSI ON DETECTI ON SYSTEM SERVI CE

THE 0SD COVPONENT SECURI TY MANAGER SHALL SUBM T A WRI TTEN REQUEST TO
PSD TO DI SCONTI NUE A ZONE.

5-509 | NSTRUCTI ONS FOR COWPLETI NG AFHQ FORM 91

AFHQ FORM 91 IS FOR OFFI CI AL USE ONLY WHEN FI LLED IN. SEE FIGURE 8 BELOW
THE INDIVIDUAL © S SOCI AL SECURITY NUMBER AND HOME PHONE NUMBER ARE PROTECTED
ACCORDI NG TO THE PRI VACY ACT.  THESE | NSTRUCTI ONS PROVI DE GUI DANCE FOR COM
PLETI NG THE FORM :

a. DATE PREPARED . TYPE THE DATE THE FORM | S PREPARED.
b. PAGE OF PAGES. COWLETE THI S | TEM ON ALL PAGES.

. PASS CARD NUMBER.  TYPE THE PASS CARD NUMBER ASSI GNED TO EACH AUTHORI ZED
Individual , | F AN INDIWIDUAL | S BEI NG ADDED, LEAVE PASS CARD COLUWN BLANK .

d.  LAST NAME-FI RST NAME-M DDLE INITIAL . TYPE THE LAST NAME, FI RST NAME,
AND M DDLE NI TI AL OF THOSE | NDI VI DUALS AUTHORI ZED TO MAKE TEMPORARY CHANGES
TO THE ZONE HOURS AND WHO MAY RESPOND TO THE ZONE I N CASE OF AN EMERGENCY.
LI ST THE NAMES | N THE ORDER THAT DET 1, 1100SPS , IS TO CONTACT THE | NDI VI DUALS.

e. GRADE . TYPE THE M LI TARY RANK OR CI VILI AN GRADE FOR EACH | NDI VI DUAL.

f.  SOCIAL SECURITY NUMBER . TYPE THE SOCI AL SECURI TY NUMBER FOR EACH
| NDI VI DUAL .

g. DUTY PHONE . TYPE THE OFFI CE TELEPHONE NUMBER FOR EACH | NDI VI DUAL .

h. HOME PHONE . TYPE THE HOMVE TELEPHONE NUMBER FOR EACH | NDI VI DUAL TO
| NCLUDE THE AREA CODE |F THE NUMBER | S A LONG DI STANCE CALL FROM THE PENTAGON.

MAI LI NG ADDRESS . TYPE THE OSD COVPONENT.

3. AGITHENTI CATI NG OFFI CI AL . ENSURE THE 0SD COMPONENT SECURITY MANAGER
OR ALTERNATE S| GN EACH PAGE OF THE FORM THE SI GNATURES SHALL BE COVPARED
W TH THOSE ON DD FORM 577.

k. ZONE NUMBER.  TYPE THE ASSI GNED ZONE NUMBER USI NG ALL DASHES IN THE
ZONE NUMBER .

1. ROOM NUMBER . TYPE THE ROOM NUMBER THAT IS ON THE DOOR OF THE MAIN
ENTRY TO THE ZONE. IF THI'S ZONE | S AN I NNER ROOM WTH A SUI TE, LI ST THE NUMBER
THAT IS ON THE ENTRY DOOR TO THE SUI TE. IF YOU CHANGE ENTRY DOOR NUMBERS ,
CHANGE THE AAAL .

m  PHONE NUMBER . TYPE THE TELEPHONE NUMBER OF THE SECURI TY MANAGER
n CODEWORD . TYPE ONE CODEWORD THAT IS NOT MORE THAN TWELVE LETTERS IN

LENGTH : CHANGE THI'S WORD El THER WHEN A PERSON * S NAME |S DELETED FROM THE LI ST
OR ANNUALLY, WH CHEVER COMVES FI RST.  COWPLETE TH S | TEM ON EACH PAGE OF THE AAAL .
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o. DUTY HOURS . | NDI CATE THE PERI OD WHEN THE ZONE SHALL BE OPENED AND
SECURED ON NORVAL DUTY DAYS ( MONDAY THROUGH FRIDAY).  MAXI MALLY TO ACTUAL HOURS
WHEN DUTY | S PERFORMED I N THE ZONE TO ELI M NATE | RREGULAR OPENI NGS AND CLOSI NGS
AND TO PREVENT PROCEDURAL VI OLATIONS. |F THE ZONE 1S NOT OPENED ON SATURDAYS,
SUNDAYS , OR HOLI DAYS, LEAVE THESE LI NES BLANK

5-510 PROCEDURAL VI OLATI ONS

DET 1, 1100SPS SHALL | NFORM THE PSD OF ANY PROCEDURAL VI OLATI ONS. VHEN
A ZONE OBTAINS FIVE VI OLATI ONS DURING THE CALENDAR YEAR, THE DI RECTOR, PSD ,
SHALL I'NI TI ATE AN I NVESTI GATION. THE OSD COVPONENT SECURI TY MANAGER SHALL:

a. CONDUCT AN | NQUIRY INTO THE Cl RCUMSTANCES OF EACH OF THE FI VE
VI CLATI ONS .

b. SUBMT A WRITTEN REPORT OF THE INQUIRY TO PSD WTHI N 20 DAYS OF THE
DATE OF NOTIFICAITON .

- - =

c. | MPOSE CORRECTI VE ACTI ONS TO PREVENT ADDI TI ONAL VI CLATI ONS.



: - -

NAME (Type or print) GRADE DATE

M. Roger R Smth GS- 9 9/ 23/ 86

OF FICIAL ADDRESS

OSD/ USDRE, Room 3E1031

T Woger M Sk
z e
MENT P

TYPE ©F DOCU URPOSE FORWHMICHAUTHORIZED

Access List (AFHO Form 91

! CERTIFY THAT THE ABOVE IS THE SIGNATURE
OF THEAUTHORIZEQINDIVIOUAL

NAME AND GRAQCE OF COMMANDING OQF FICER {Trps or print) OrR HIS DESIGNEE

L. D. Anchors, CaAPpT

SlGNAyE (=1 3 ::gﬂl MOING OFFICER O 13 DESIGNEE
. T e e e

NEMEPLA CES ! BEP 31 EQ' T IONA ¢
2:2“\. 577 WLt , USEOD UNTIL :xnnu-r:'n.“ SIGNATURE CARO

FIGURE 6, DD Form 577
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ALARM SYSTEM TEST RECORD

ACTIVITY

ROOM/SECURITY CONTAINER NO,

COMPONENT PARTS OF THE SYSTEM TESTED

Sy

CUSTODIAN
CORRECTIVE
DATE TIME INITIATED BY RECEIVED BY TEST RESULT
ACTION
L
|
FI GURE 7



‘OR OFFICIAL USE ONLY (When filled in)

- DATE © RCPA*Sb |
ALARMED AREA ACCESS L|ST Sept enber 23 1986 PAGE 1 oF 1 PAGES
PASS CARD NO. LAST NAME-FIRST NAME-MI GRADE | SSN | DbuTYy PHONE | HOME PHONE
n
70825 PERRY, Gerald (NMI) SSGT | 398-21-0042 | x53442 | 301-292-57231
THOWPSON, Harold E. Gt 15 241- 40- 5585 X53441 703-756- 4434
3)
4)
1AILING ADDRESS(Use complete office symbol) AUTHENTICATING OFFICIAL BUTY HMQURS FROM TO
MON-FR1 0600 2200
OASD/LA saTuroaY | (0800 1500
ZONE NO. | moom No, | PHONE NO. CODEWORD SUNDAY
7-25 3D200 X53441 Passive HOLIDAYS
FHQForm 91, JuL 86 ® REV I0US EDITION IS OSSOLETE FOR OFFICIAL USE ONLY (When fifled in)

FI GURE 8, AFHQ FORM 91
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SECTI ON 6

SECURI TY OF CLASSI FI ED VI DEO TAPE
5-600 POLI CY

CLASSI FI ED VI DEO TAPE SHALL BE AFFORDED THE SAME MEASURES OF PROTECTI ON
FROM UNAUTHORI ZED DI SCLOSURE AS REQUI RED FOR OTHER MEDI A CONTAI NI NG CLASSI FI ED
| NFORVATI ON OF THE SAME LEVEL.

5-601 PRODUCTI ON

CLASSI FI ED VI DEO TAPES SHALL BE PRODUCED ONLY IN AREAS THAT HAVE BEEN
APPROVED FOR THE HANDLI NG AND DI SCUSSI ON OF AT LEAST THE LEVEL OF CLASSI FI ED
| NFORMATI ON | NVOLVED | N THE PRODUCTI ON. AS AN EXCEPTION TO THI' S, TOTALLY
UNCLASSIFIED SEGMENTS OF A CLASSI FI ED VI DEO TAPE MAY BE FI LMED QUTSI DE OF A
SECURE AREA . EDI TI NG AND COMBI NI NG SUCH SEGVENTS W TH CLASSI FI ED SEGMENTS
CF THE PRODUCTI ON SHALL BE DONE | N A SECURE AREA.

. ALL PERSONNEL ASSCOCI ATED W TH PRODUCI NG CLASSI FI ED SEGVENTS OF A

CLASSI FI ED VI DEO TAPE | NCLUDI NG CAST , CREW TECHNI CAL ADVI SORS, OBSERVERS,
AND ALL OTHERS MJUST BE CLEARED FCOR ACCESS TO CLASSI FI ED | NFORMATI ON OF AT LEAST
THE LEVEL | NVOLVED .

b. QUITAKES , FILM CUTTINGS, AND OTHER SIM LAR TEMPORARY MATERI ALS
ASSOCI ATED W TH THE PRODUCTI ON OF A CLASSI FI ED VI DEO TAPE SHALL BE PROTECTED
UNTI L DESTROYED AS CLASSI FI ED WASTE.

c. SHAOOTI NG SCRI PTS AND OTHER PRCDUCTI ON PAPERS CONTAI NI NG CLASSI FI ED
INFORMATION SHALL BE MARKED , SAFEGUARDED, AND DESTROYED | N ACCORDANCE W TH
THIS | NSTRUCTI ON .

5-602 USE

CLASSI FI ED VI DEO TAPES SHALL BE PLAYED | N AREAS AND UNDER CONDI TI ONS THAT
PROVIDE A LEVEL OF SECURITY AT LEAST EQUAL TO THE CLASSI FI CATI ON OF THE VI DEO
TAPE .

. THE INDIVIDUAL (S) PRESENTI NG ANDY OR OPERATI NG THE VI DEO EQUI PMENT ARE
RESPONS| BLE FOR ENSURI NG THAT ALL PERSONNEL W THI N VI EW NG OR HEARI NG RANGE OF
THE PROGRAM | N PROGRESS HAVE THE PROPER SECURI TY CLEARANCE AND NEED TO KNOW
| F ADDI TI ONAL | NDI VI DUALS COVE W THI N HEARI NG OR VI EW NG RANGE, THE PROGRAM
SHALL BE TURNED OFF UNTIL THE CLEARANCE AND NEED TO KNOW OF THE ADDI TI ONAL
| NDI VI DUALS HAVE BEEN ESTABLI SHED OR UNTIL THEY HAVE LEFT THE AREA

b. TELEPHONES SHALL NOT BE USED DURI NG THE PLAYBACK OF A CLASSI FI ED
VIDEO TAPE . | F THE TELEPHONE | S USED, THE PLAYBACK SHALL BE STOPPED (I.E. DO
NOT JUST TURN THE VOLUME DOWN) .

5-603 SECURITY OF EQUI PMENT

VI DEO RECORDI NG OR PLAYBACK EQUI PMENT, | NCLUDI NG PURCHASED, LOANED, OR
OTHERW SE ACQUI RED EQUI PMENT SHALL NOT BE USED FOR RECORDI NG OR PLAYI NG BACK
CLASSI FI ED VI DEO TAPE UNLESS PSD HAS CLEARED THAT PARTI CULAR EQUI PMENT AS
MVEETI NG NACSIM 5100A CRI TERI A
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5-604 MARKINGS

a. CLASSIFIED VIDEO TAPES SHALL BE MARKED AS PRESCRI BED BY PARAGRAPH ,
4-302 C . ABOVE , TO I NCLUDE ANY NECESSARY CAVEATS OR DI SSEM NATI ON CONTROL
MARKINGS .

b. VIDEO TAPE REELS , VI DEOCASSETTES, AND VI DEOCASSETTE BOXES SHALL BE
MARXED TO SHOW THE TI TLE, CLASSI FI CATI ON, CAVEATS, AND CONTROL MARKINGS APPLI -
caBLe TO THE VI DEO TAPE THEY CONTAIN. FOR TOP SECRET | NFORVATI ON "COPY
O  COPIES” SHALL BE SHOM.  THE VI DEOTAPE REEL OR VI DECCASSETTE SHALL BEAR
THE DOWNGRADING (| F APPL| CABLE) MARKINGS .

5-605 ERASURE AND RECORDI NG OVER

a. ERASURE OF A VIDEO TAPE SHALL BE ACCOWVPLI SHED BY RUNNI NG THE TAPE
THROUGH A RECORDI NG DEVICE WTH THE DEVICE IN THE RECORD MODE AND W TH THE
VI DEO AND AUDI O | NPUTS DI SCONNECTED . THE ENTI RE LENGTH OF THE VIDEO TAPE
SHALL BE RUN THROUGH, REGARDLESS OF ANY ASSUMPTI ON THAT ONLY A PORTION OF THE
TAPE CONTAINS C assified | NFORVATION . ERASI NG OR RECORDI NG OVER A VI DEO TAPE
DOES NOT PROVI DE ENSURANCE THAT PREVI OUSLY RECCORDED | NFORMATI ON 1S NOT TECHN -
CALLY RECOVERABLE . ERASED TAPES SHALL CONTINUE TO BE PROTECTED IN THE MANNER
REQUI RED FOR THE CLASSI FI CATI ON LEVEL OF PREVI QUSLY RECORDED INFORMATION UNTI L
THEY ARE DESTROYED | N ACCORDANCE W TH SUBSECTI ON 5- 608, ABOVE.

1. VIDECTAPE REELS , VIDEO CASSETTES AND REEL AND/ OR CASSETTE BOXES
CONTAI NI NG ERASED TAPE SHALL BE MARXED AS FOLLOAS:  “ERASED ON (DATE). CONTAINS
PREVI OQUSLY RECORDED ( CLASSI FI CATI ON ANDY OR CAVEAT CONTROL MARKING) MATERI AL".

2. FOR ACCOUNTABLE MATERI AL , LOGS OR REG STERS SHALL BE ANNOTATED
“ERASED on (Date) “ . THESE RECORDS SHALL BE MAI NTAI NED AS ACTI VE RECORDS UNTI L
THE TAPE IS RECORDED OVER, TRANSFERRED OR DESTROYED. AT THE TI ME OF SUCH AN
EVENT , THE RECORD OF ACCOUNTABI LI TY SHALL BE ANNOTATED W TH THE CHANGE STATUS
OF THE TAPE AND PLACED I N THE | NACTI VE FI LE.

b. ERASED VIDEO TAPES MAY BE USED FOR THE RECORDI NG OF NEW MATERI AL OF
THE SAME OR HI GHER CLASSI FI CATI ON AS THE ERASED MATERI AL. THE “ERASED ON
(DATE) . ..." MARKING SHALL BE REMOVED AND THE REEL, CASSETTE, AND BOX MARXED
| N ACCORDANCE W TH PARAGRAPH 5- 604, ABOVE.

5- 606 DECLASSI FI CATI ON

VI DEO TAPES MAY BE REGRADED OR DECLASSI FI ED BASED UPON A LOSS OF SENSITIVITY
OF THE | NFORMATI ON, AS PROVIDED FOR IN CHAPTER IIl OF THIS INSTRUCTION. |F A
VI DEO TAPE | S REGRADED OR DECLASSI FI ED, THE NOTI FI CATI ON ACTI ONS REQUI RED BY
SUBSECTI ON 3-600 AND THE REMARKING ACTI ONS REQUI RED BY SUBSECTI ON 4-400 SHALL
BE TAXEN . IN DETERM NI NG WHETHER A PARTI CULAR VI DEO TAPE MAY BE DECLASSI FI ED,
CONSI DERATI ON MUST BE G VEN TO PREVI QUSLY RECORDED | NFORVATION (I F ANY) AND TO
THE | NFORVATI ON CURRENTLY RECORDED ON THE TAPE.

v-39



5-607 DESTRUCTI ON

VI DEO TAPE HAS A USABLE LI FE OF APPROXI MATELY 2000 TOTAL RECORDI NG AND/ OR
PLAYBACK RUNS .  TO KEEP COSTS DOMN, PHYSI CAL DESTRUCTI ON OF VI DEO TAPES SHOULD
OCCUR ONLY WHEN THE TAPE | S UNSERVI CEABLE DUE TO DAMAGE, WEAR, OR DUE TO
EMERGENCY DESTRUCTI ON SI TUATIONS . DESTRUCTI ON OF DAMAGED TAPES AND OUTTAKES
SHALL BE ACCOWPLI SHED BY REMOVI NG THE VI DEO TAPE FROM THE REEL OR CASSETTE AND
PLACI NG THE TAPE | NTO A BURN BAG (VI DEO TAPE SHOULD BE M XED W TH OTHER
CLASSI FIED WASTE) . THE BURN BAG IS DI SPOSED W TH BURN BAGS CONTAI NI NG CONVEN-
TI ONAL CLASSI FIED WASTE . ONCE THE REEL OR CASSETTE |S DIVESTED OF ALL LABELS
AND/ OR MARKI NGS | NDI CATI ON PREVI QUS USE OR CLASSI FI CATI ON THEY MAY BE DI SPGSED
OF AS UNCLASSI FI ED TRASH.
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